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Electromagnetic Effects (E3)

1. EMC Analysis

2. Electromagnetic Compatibility 

(EMC)

3. Electromagnetic Interference 

(EMI)

4. Electromagnetic Pulse (EMP)

5. Electromagnetic Vulnerability 

(EMV)

6. Lightning

7. Radiation Hazards (RADHAZ)

8. P-static

9. Electrostatic Discharge (ESD)

10. Radio Frequency Identification 

(RFID)

11. Ultra-Wideband (UWB)
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Filtering and Suppression 

Surge Protection ïSurge, Lightning & Transients 

EMI Filters ïRadiated or conducted Electromagnetic Interference or Noise

EMP Filters ïElectromagnetic Pulse from nuclear detonation ground or 

atmosphere, Man-made weapons, or Solar Flares.



Surges

LightningïMother nature is about 8% of all transients.  Transients can reach up to 100kA in 

energy, but most common is under 30kA.  

SurgesïMan-made events from switching equipment, motors or utility are some examples of 

equipment that generate surges. Switching equipment located on the load side like motors, 

AC units, generators, switch mode power supplies and almost anything that turns on or off 

generates a transient. These events account for the remaining 92% of transients with 12% 

generated by the utilities and the remaining 80% take place internal on load side equipment. 
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What is a Transient?

¸High frequency events that range from 5 kHz to 100

kHz, can reach the GHz level. 

¸Short duration in microsecond (Fast rise time)

¸Most common transients are under 30kA and can 

exceed over 100kA.



Surge waveforms 8x20 and 10x1000



Transient Damaged



EMI 

ÁEMI sometimes seems to be the general catch-all term. In fact, it is a generic term for unwanted 

interference energies conducted as currents or radiated as electromagnetic fields. An EMI source can be 

any device that transmits, distributes, processes, or utilizes any form of electrical energy where some 

aspect of its operation generates conducted or radiated signals that can cause equipment performance 

degradation or failure. 

ÁEvery tool or instrument that uses electricity generates associated electromagnetic fields. Voltage causes 

electric fields and currents cause magnetic fields. It is normal to expect presence of electromagnetic fields 

in any environment. Not all electromagnetic fields are a problem. Wireless communication is possible solely 

due to electromagnetic fields, for instance. Electromagnetic fields generate voltages and currents in any 

conductive object just like they do in mobile phone, radio, or TV antennas. Similarly, electromagnetic fields 

generate voltages and currents in electric circuits of process equipment, which act just like an antenna. 

ÁWhen these induced voltages and currents reach the level that can cause undesirable operation of 

equipment, it is called EMI, or electromagnetic interference. EMI can manifest itself in the following forms:

ÁOutright equipment lock-up

ÁTools do things they werenôt supposed to do

ÁSoftware errors

ÁErratic response

ÁParametric errors

ÁSensor misreading

ÁComponent damage

ÁTest Equipment having to be recalculated

ÁAll of that causes equipment downtime, loss of productivity and product defects.



EMP Source  

EMP (Electromagnetic Pulse) 

ÁEMP from a nuclear explosion high above the atmosphere.

ÁHEMP / NEMP (High Altitude EMP) -A nuclear bomb detonated hundreds of kilometers above the 
Earth's surface is known as a high-altitude electromagnetic pulse (HEMP) device.

ÁOperation Starfish Prime (1962) Johnston Islands in the Pacific 

ÁEMP from a nuclear explosion on the ground

ÁSurface Region EMP (SREMP)

ÁEMP generated by man-made weapons

ÁBriefcase Bomb

ÁFlux Compression Bomb

ÁHigh Power Microwave (HPM)

ÁDirected Energy Weapons (DEW)

ÁEMP from a solar storm

ÁA solar storm that produces an E3 pulse could be even more dangerous to the power grid than a 
nuclear EMP due to the longer duration of the event that would give transformers more time to overheat 
to destruction.  The risk of large scale failure due to solar storms is especially great in the northern 
United States and Canada.

ÁMarch 1989 (Quebec) ïSolar flare takes down Quebec utility.

ÁEMP for Outer Space

ÁSystem Generated EMP (SGEMP)

- Applies to Satellites (X-Ray) 



Operation Starfish Prime - EMP

On July 9, 1962, a high-altitude nuclear test named Starfish Prime was conducted by the United States military above Johnston Island in the Pacific Ocean. Its 

unexpected electromagnetic pulse (EMP) effects caused disruptions in electrical systems and equipment in Honolulu 700 miles away. The EMP shut down long-

distance telephone calls and disabled three satellites in low earth orbit. It was later learned a total of seven satellites were damaged by knocking out their solar arrays or 

electronics. 



Operation Starfish - EMP



EMP - Pulse and wave shape

ÅE1 (20/550ns, 300kV, 5kA) fast pulse that must be attenuated down to allow only 10A past the 

filter into a 10ohm load. 

ÅE2 (1.5us / 3000us, 2500V, 250A) pulses which are much like the IEEE C62.45 8/20us and 

10/1000us surge pulses. 

ÅE3 pulse is defined more like a continuous overvoltage condition like the UL1449 Overvoltage 

Fault Tests and is a much longer pulse. The .2 second rise by 20 second duration E3 pulse is 

only applicable to exposed connections from long power line and telephone wire lines. 



HEMP - Detonated over the US
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Solar Flares
ÁAccording to a report of the National Academy of Sciences, a severe geomagnetic storm could cause 

economic damage of $1 to $2 trillion (10 to 20 times that of Hurricane Katrina) in the first year, with 4 to 
10 years until full recovery.

ÁOne hundred fifty years ago the worldôs only electrical system ïthe telegraph network ïwas destroyed, 
after British astronomer Richard Carrington observed an unusually severe solar flare.

ÁIn a recently published NASA study on severe space weather, scientists concluded that such 
Carrington-class solar flares occur about once per century. The report warns that a severe flare could 
occur any time, causing long duration, catastrophic failure of our vital electric infrastructures.

ÁMarch 1989 (Quebec) ïSolar flare takes down Quebec utility.

ÁKnocked out power to 6 million people in 92 seconds.



EMP  

ñEMP Effects the utility grids, anything that use power, cars, banking 

industry and any microprocessor based equipment. This would be a 

complete shut down of our infrastructure.ò 

ñShould the electrical power system be lost for any substantial period of time 

é the consequences are likely to be catastrophic é machines will stop; 

transportation and communication will be severely restricted; heating, 

cooling and lighting will cease; food and water supplies will be interrupted; 

and many people may dieò

2008 EMP Commission



Hardening Guidelines & Design Considerations

ÁThreat Environment

ÁApplicable Requirements/Flow downs

ÁThreat/Coupling Analysis

ÁEquipment Immunity Characteristics

ÁHardening Measures 

ÁGrounding

ÁShielding 

ÁFiltering 

ÁTransient Suppression



EMP filtering goal

ÅGrounding ïTPM Mounted Directly to Faraday Cage Ground  Structure

ÅShielding ïMounting Method Maintains Integrity of Faraday Cage

ÅFiltering ïDesigned to Minimize Impact on Differential Operating 

ÅSignals while Maximizing Attenuation of Common Mode Threats

ÅTransient Suppression ïGDTs, MOVs & SASDs

HEMP Transient

Signal



EMP Protection







Surge Protection
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PCDS Physical Layout
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