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Electromagnetic Effects (E3)

1. EMC Analysis
Electromagnetic Compatibility

(EMQC)

3. Electromagnetic Interference
(EMI)

4, Electromagnetic Pulse (EMP)

5. Electromagnetic Vulnerability
(EMV)

6 Lightning

7. Radiation Hazards (RADHAZ)

8. P-static

9

1

N

) Electrostatic Discharge (ESD)
0. Radio Frequency ldentification

(RFID)
11. Ultra-Wideband (UWB)
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Filtering and Suppression

Surge Protection T Surge, Lightning & Transients

EMI Filters T Radiated or conducted Electromagnetic Interference or Noise

EMP Filters i Electromagnetic Pulse from nuclear detonation ground or
atmosphere, Man-made weapons, or Solar Flares.
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Surges

Lightning T Mother nature is about 8% of all transients. Transients can reach up to 100kA in
energy, but most common is under 30kA.

Surges T Man-made events from switching equipment, motors or utility are some examples of
equipment that generate surges. Switching equipment located on the load side like motors,
AC units, generators, switch mode power supplies and almost anything that turns on or off
generates a transient. These events account for the remaining 92% of transients with 12%
generated by the utilities and the remaining 80% take place internal on load side equipment.

DISCHARGE WM CLOUD BETWEEN
NEGATIVE BASE AND POSITIVE Y0P

TYPICAL CLOUD-FO-GROUND
UIGHINING BETWEEN GROUND AND
HEGATIVE CHARGE CENTERS
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According to an IBM study,
How Much VOLTAGE TRANSIENTS

represent almost 90% of all
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Power Failure
and/or Surge

Earthquake

Hardware/Software Error

Storm Damage
Flood & Water Damage
Fire or Explosion

Power Problems - the single largest cause of data loss
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Transient Occurrence Rate

= Transients
B Undervoltages, Harmonics, & Overvoltages
O Voltage Outages

80% -
19.5%

0.5%
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What is a Transient?

- High frequency events that range from 5 kHz to 100
kHz, can reach the GHz level.

~ Short duration in microsecond (Fast rise time)

~ Most common transients are under 30kA and can

exceed over 100kA.
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Surge waveforms 8x20 and 10x1000
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EMI

A EMI sometimes seems to be the general catch-all term. In fact, it is a generic term for unwanted
interference energies conducted as currents or radiated as electromagnetic fields. An EMI source can be
any device that transmits, distributes, processes, or utilizes any form of electrical energy where some
aspect of its operation generates conducted or radiated signals that can cause equipment performance
degradation or failure.

A Every tool or instrument that uses electricity generates associated electromagnetic fields. Voltage causes
electric fields and currents cause magnetic fields. It is normal to expect presence of electromagnetic fields
in any environment. Not all electromagnetic fields are a problem. Wireless communication is possible solely
due to electromagnetic fields, for instance. Electromagnetic fields generate voltages and currents in any
conductive object just like they do in mobile phone, radio, or TV antennas. Similarly, electromagnetic fields
generate voltages and currents in electric circuits of process equipment, which act just like an antenna.

AWhen these induced voltages and currents reach the level that can cause undesirable operation of
equipment, it is called EMI, or electromagnetic interference. EMI can manifest itself in the following forms:

A Outright equipment lock-up
ATools do things they werendét supposed to do
A Software errors
A Erratic response
A Parametric errors
A Sensor misreading
A Component damage
A Test Equipment having to be recalculated
A All of that causes equipment downtime, loss of productivity and product defects.
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EMP (Electromagnetic Pulse)
AEMP from a nuclear explosion high above the atmosphere.

AHEMP / NEMP (High Altitude EMP) -A nuclear bomb detonated hundreds of kilometers above the
Earth's surface is known as a high-altitude electromagnetic pulse (HEMP) device.

A Operation Starfish Prime (1962) Johnston Islands in the Pacific

AEMP from a nuclear explosion on the ground
A Surface Region EMP (SREMP)

AEMP generated by man-made weapons
A Briefcase Bomb
A Flux Compression Bomb
A High Power Microwave (HPM)
A Directed Energy Weapons (DEW)

AEMP from a solar storm

A A solar storm that produces an E3 pulse could be even more dangerous to the power grid than a
nuclear EMP due to the longer duration of the event that would give transformers more time to overheat
to destruction. The risk of large scale failure due to solar storms is especially great in the northern
United States and Canada.

A March 1989 (Quebec) i Solar flare takes down Quebec utility.
AEMP for Outer Space

A System Generated EMP (SGEMP)
- Applies to Satellites (X-Ray)
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Operation Starfish Prime - EMP
AN ORBITAL NUCLEAR EXPLOSION
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On July 9, 1962, a high-altitude nuclear test named Starfish Prime was conducted by the United States military above Johnston Island in the Pacific Ocean. Its
unexpected electromagnetic pulse (EMP) effects caused disruptions in electrical systems and equipment in Honolulu 700 miles away. The EMP shut down long-
distance telephone calls and disabled three satellites in low earth orbit. It was later learned a total of seven satellites were damaged by knocking out their solar arrays or
electronics.
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Operation Starfish - EMP

In physics, Compton scattering is a type of scattering that X-rays and gamma rays undergo in matter. The
inelastic scattering of photons in matter results in a decrease in energy (increase in wavelength) of an X-ray or
gamma ray photon, called the Compton effect. Part of the energy of the X/gamma ray is transferred to a
scattering electron, which recoils and is ejected from its atom, and the rest of the energy is taken by the scattered,
"degraded" photon.

Inverse Compton scattering also exists, where the photon gains energy (decreasing in wavelength) upon
interaction with matter. Since the wavelength of the scattered light is different from the incident radiation, Compton
scattering is an example of inelastic scaftering, but the origin of the effect can be considered as an elastic collision
between a photon and an electron. The amount the wavelength changes by is called the Compton shift. Although
nuclear compton scattering exists!"!, Compton scattering usually refers to the interaction involving only the
electrons of an atom. The Compton effect was observed by Arthur Holly Compton in 1923 at Washington
University in 5t. Louis and further verified by his graduate student Y. H. Woo in the years following. Compton
earned the 1927 Nobel Prize in Physics for the discovery.

The effect is important because it demonstrates that light cannot be explained purely as a wave phenomenaon.
Thomson scattering, the classical theory of an electromagnetic wave scattered by charged particles, cannot
explain low intensity shifts in wavelength (Classically, light of sufficient intensity for the electric field to accelerate a
charged particle to a relativistic speed will cause radiation-pressure recoil and an associated Doppler shift of the
scattered Iightlz, but the effect would become arbitrarily small at sufficiently low light intensities regardless of
wavelength.) Light must behave as if it consists of particles in order to explain the low-intensity Compton
scattering. Compton's experiment convinced physicists that light can behave as a stream of particle-like objects
(quanta) whose energy is proportional to the frequency.

The interaction between electrons and high energy photons {comparable to the rest energy of the electron,

511 keV) results in the electron being given part of the energy (making it recoil), and a photon containing the
remaining energy being emitted in a different direction from the original, so that the overall momentum of the
system is conserved. If the photon still has enough energy left, the process may be repeated. In this scenario, the
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Low energy phenomena Photoelectric effect
Mid-energy phenomena Compton scattering
High energy phenomenaPair production

Compton scattering
Feynman diagrams
s-channel

u-channel

e

Light-matter interaction

electron is treated as free or loosely bound. Experimental verification of momentum conservation in individual Compton scattering processes by Bothe and Geiger

as well as by Compton and Simon has been important in disproving the BKS theory.
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EMP - Pulse and wave shape

AE1 (20/550ns, 300kV, 5kA) fast pulse that must be attenuated down to allow only 10A past the
filter into a 100hm load.

AE2 (1.5us / 3000us, 2500V, 250A) pulses which are much like the IEEE C62.45 8/20us and
10/1000us surge pulses.

AE3 pulse is defined more like a continuous overvoltage condition like the UL1449 Overvoltage
Fault Tests and is a much longer pulse. The .2 second rise by 20 second duration E3 pulse is
only applicable to exposed connections from long power line and telephone wire lines.

Represents amperage diverted
by the SPD in a 8/20 surge
HEMP/EMP
Represents amperage diverted
by the SPD in a 10/1000 surge
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EMP AREABY BURSTS AT 30, 120 and 300 MILES

Gary Smith, “Electromagnetic Pulse Threats™, testimony to House
National Security Caommittee on July 16, 1997
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Solar Flares

A According to a report of the National Academy of Sciences, a severe geomagnetic storm could cause
economic damage of $1 to $2 trillion (10 to 20 times that of Hurricane Katrina) in the first year, with 4 to
10 years until full recovery.

AOne hundred fifty years ago Itthelegraphrnétwodk$ was destioyed, | e c t r |
after British astronomer Richard Carrington observed an unusually severe solar flare.

AIn a recently published NASA study on severe space weather, scientists concluded that such
Carrington-class solar flares occur about once per century. The report warns that a severe flare could
occur any time, causing long duration, catastrophic failure of our vital electric infrastructures.

A March 1989 (Quebec) i Solar flare takes down Quebec utility.
A Knocked out power to 6 million people in 92 seconds.
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EMP

AEMP Effects the wutility grids, anythi
industry and any microprocessor based equipment. This would be a
compl ete shut down of our i1 nfrastructu

AShoul d the electrical power system be
€ the consequences are |l ikely to be ca
transportation and communication will be severely restricted; heating,

cooling and lighting will cease; food and water supplies will be interrupted,;

and many people may dieo

2008 EMP Commission
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Hardening Guidelines & Design Considerations

AThreat Environment
A Applicable Requirements/Flow downs
A Threat/Coupling Analysis
A Equipment Immunity Characteristics

AHardening Measures
A Grounding
A Shielding
AFiltering
A Transient Suppression
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AGrounding i TPM Mounted Directly to Faraday Cage Ground Structure
AsShielding i Mounting Method Maintains Integrity of Faraday Cage
AFiltering i Designed to Minimize Impact on Differential Operating
ASignals while Maximizing Attenuation of Common Mode Threats
ATransient Suppressioni GDTs, MOVs & SASDs
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EMP Protection

| EMI/EMC/EMP/TEMPEST
Communications Shelter

EMP Protection: Transtector Components
are a Crucial Element of the System Solution
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oo Practical Applications

PRI (Please Consult Your Transtector Representative for
mMcP Grounding and Wiring Instructions)
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‘ 208.772.8515 800.882.9110 FAX 208.762.6133
com

10701 N. Airport Road. Hayden. ID 83835
les@t
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E1l & E2 Mitigation

Distribution panel /
Load Center

Dual ATS
Switches with
voltage monitor
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PCDS Physical Layout

Side view; MPM on left, LPM on
right
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Low Power Module

Low Power Module

Medium Power Module




