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Grid Modernization
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Origins of Smart Grid in the U.S.

» The Blackout of 1965

= 25 million people affected
= 80,000 square miles

= Congressional Hearings

* Cites lack of R&D in Electric
Power

 Creation of Electric Power
Research Institute (EPRI)



http://upload.wikimedia.org/wikipedia/commons/7/73/North_America_blackout_1965.png
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Origins of Smart Grid in the U.S.

» The Blackout of 2003

= 55 million people affected
= 110,000 square miles
» Congressional Hearings

 Environmental Protection
Act of 2005

— FERC charged with
mandating reliability stds

« Energy Independence and
Security Act of 2007 (EISA)

— Title XIIl - Smart Grid



http://upload.wikimedia.org/wikipedia/commons/e/eb/Map_of_North_America,_blackout_2003.svg
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Today we make a major step with the Energy
Independence and Security Act. We make a major
step toward reducing our dependence on oil,
confronting global climate change, expanding the
production of renewable fuels and giving future
generations of our country a nation that is stronger,
cleaner and more secure.

President George W. Bush, December 19, 2007

So that's why today, I'm pleased to announce that
under the Recovery Act, we are making the largest-
ever investment in a smarter, stronger, and more
secure electric grid. This investment will come in the
form of 100 grants totaling $3.4 billion -- grants that
will go to private companies, utilities, cities, and other
partners who have applied with plans to install smart
grid technologies in their area.

President Barak Obama, October 27, 2009



http://georgewbush-whitehouse.archives.gov/news/releases/2007/12/images/20071219-6_p121907jb-0095-515h.html
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Energy Independence & Security Act (EISA)

SEC.1301. “ltis the policy of the United States to support the
modernization of the Nation's electricity transmission and distribution
system to maintain a reliable and secure electricity infrastructure that
can meet future demand growth and to achieve each of the following,
which together characterize a Smart Grid:”

Increase Use of Digital Controls 6. Smart Appliances

Dynamic Optimization /. Storage and Peak Shaving
Integrate Distributed Resources 8. Customer Control

Demand Response 9. Communications Standards
Smart Metering 10. Reduce Market Barriers

ok~
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Energy Independence & Security Act (EISA)

~ The Federal Energy ~ The National Institute of
Regulatory Commission Standards and Technology
(FERC) (NIST)
» Smart Grid Policy, Final Rule » Framework and Roadmap
(18 CFR Chapter 1) (Special Publication 1108)
» Four key grid functionalities: » FERC List plus:
« Wide Area Situational « Advanced Metering
Awareness Infrastructure
« Demand Response * Distribution Grid
« Electric Storage Management
« Electric Transportation * Cybersecurity
* Network Communications

8 Application Areas for Smart Grid

NST
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NIST Special Publication 1108R2

~ Release 2.0 March 2012
~ 8 Application Areas

~ 37 Standards identified for
Implementation

# 61 Standards designated for
further review

~ 19 Priority areas identified
for new standards activity

NIST Special Publication 1108R2

NIST Framework and Roadmap for
Smart Grid Interoperability
Standards,

Release 2.0

Oifice of the Mational Coordinator for Smart Grid Interopersbility,
Enginsering Laboratory

Physical Mezsuremsnt Laboratory
and

Information Technology Laboratory

INJLST ctienst tnsivse ot stomdords omd technstogy « 5. Ooparmet o Comeaes
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' Organizational: Policy, Business Objectives, Business Procedures

Informational: Business Context, Semantic Understanding

Technical: Syntactic Interoperability, Network Interoperability, Connectivity

Cross-Cutting Issues: Security, Resource Identification, Time Synch, etc.
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EU Smart Grid Coordinating Committee

= ceneec )
SGAM: Putting all
together

Business Objectives
Polit. / Regulat.. Framework

Interoperability,
Dimension

Domains Customer

Page 10 | 14/02/12 | Status @ SGCG Smart Grids CG - Reference architecture € CEN-CENELEC-ETSI 2012




d b . h o " o
The Association of Electrical and

AL 5!!
Medical Imaging Equipment Manufacturers 1 e i' IW‘ 'i

Cyber Security Guidelines

N Three Volumes

] NISTIR 7628
A High-Level

Req uirements - Guidelines for

_ Smart Grid Cyber Security:

= A Design Tool Vol. 1, Smart Grid Cyber

Security Strategy, Architecture,

= Evaluation Framework and High-Level Requirements

» Guidance for crafting

. The Smart Grid Interoperability Panel — Cyber Security
cyber security Working Croup
strategies August 2010

* Prevention
« Detection

 Response
« Recovery INILST st e st i etn e
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Evaluation Framework

X Select of Use Cases
X Perform Risk Assessment

~ Set Boundaries
» First Step for a Security Architecture

~ High-Level Security Requirements
= |dentify Information Requirements

# Testing & Certification
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Risk Assessment Model

THREAT X VULNERABILITY X CONSEQUENCE = RISK
Event, actor, or Weakness Impact Operational,
action with economic, safety,
potential to harm environmental
What threats Evaluate What are the qu do Acsess and
are we effects of . failures i
physical quantify the
concerned cyber . cascade? :
L impacts ? risk.
about? vulnerabilities.
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Interoperability Process Reference Manual

» IPRM Version 2.0,
January 2012 sG>

= Applies ISO Guidance for § s e

Testing Programs :

* |AF - International

Smart Grid Testing & Certification Committee (SGTCC)

Accreditation Forum T
* |SO Guide 65 Interoperability Process Reference Manual
* 1SO Guide 17025 (PRW
= | everages the industry Version 2.0
history in safety testing :

# Interoperability Testing &
Certification Authority
(ITCA)
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NEMA/ANSI Smart Grid Testing Standard

IPRM 1 > ITCA 3 Standard — 4 —— Manuf.
4 2 —F
/ |
Accred. Test
Body Suite Product
74
Cert. ‘L
Body
Test
Lab
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Other Key Concepts in Smart Grid

» “Green Button” Initiative
» Consumer Energy Dashboard

» Executive Order 13636

» Improving Critical Infrastructure Cybersecurity
= NIST Cybersecurity Framework

» DHS Voluntary Program for Critical
Infrastructure



The Association of Electrical and
Medical Imaging Equipment Manufacturers

Storm Reconstruction

Jack Lyons, Northeastern Field Representative
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Storm & Disaster Recovery

Reduce Outages, Save Lives, Protect Property

Minimizing the damage caused by major storms can start by ensuring that our electrical grid is resilient
and reliable before disaster strikes, and by rebuilding smart after a major weather event. in the NEMA
Storm Recovery Guide, find out how smart technologies available today can provide power systems that
are safer, more reliable and resilient, and that can be restored more quickly following a disaster.

[ Overview ]

> Y Information for Policymakers

Disaster Recovery > 1 Information for Consumers

=
Download NEMA's A

Storm Reconstruction:
Rebuild Smart

th\”n‘t_Grld >

Solutions “ Generation
. 5 O\ L S mm—

I

a2V IENT el

N
Wiring, Cabling,
E)'on'ents |

Contributors:

ABB ALsToM ¢ D == &
power BTN O T SIEMENS

Generation & ol 'IW Honeywe" PHILIPS ’r % Southwire
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Join

Storm & Disaster P 31 an =
n. m ) mh ﬁ
Smart Grid Solut|ons

Smart Grid Solutions NEMA = Storm & Disaster Recovery > Smar Grid

Rebuilding the electric power system should incorporate the use of Smart Grid solutions—information and
ti technologies, such as smart meters and high-tech sensors, to isolate problems and bypass

)

them aut tically. These tech i i —quick recovery from extreme weather and other

outages.

Storm Reconstruction
Rebuild Smart

Integrating a Fault
Location, Isolation,

and Service

Restoration System

into an Outage
Management System H&

Useful Links

> Storm FAQs

> Points of Contact

> Hurricane Sandy Reconstruction: Rebuild the Smart Way

> After the Storm "Strategies for reducing the impact of power outages through a stronger, smarter
electric grid"

(V]
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Evaluating Water-Damaged Electrical Equipment S

e - Status: Active
' [No Document Number] [DOWMNLOAD]

Provides advice on the safe handling of electrical equipment that has been expozed
Jerts to water. Outlines items that will require complete replacement or that can be
reconditioned by a trained professional. Equipment covered includes electrical
distribution equipment, motor circuits, power equipment, transformers, wire, cable
and flexible cords, wiring devices, GFCls and surge protectors, lighfing fixtures and
ballasts, motors and electronic products.

Published Date: Oct.13.2004

NTCIP Related Standards: Storm

z and » Ewvaluating Fire- and Heat-Damaged Electrical Equipment & Disaster
Recovery

Staff Contact:

» Baclawski, Vince

Technica Download Publication:

Alerting Terms & Conditions

To display. copy andfor download a copy of the document you have requested. MEMA's
permission is subject to the following terms and conditions, which you must agree to by clicking
hitepapers on the "l Accept” button below:

1. | agree not to alter the publication im any way and agree not to change its electronic

I:SA GI'DI.I F format.

2. | agree not to sell or offer for sale the publication for a price or any other considerstion.

T’E:Et;f::lT 3. | agree not to display the publication on a public website or distribute the publication
& Certific

from a public website.

4. | acknowledge that the copyright to this document belongs fo the National Electrical
Manufacturers Associstion (MEMA), and that said copyright owner may revoke its
permission or modify any of the foregoing terms and conditions at any time.

If you choose not to accept these terms and conditions, please exit this page.
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Evaluating Water-
Damaged

Electrical Equipment
Storm Damage Recovery

NEMA
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Boardwalk Fire (9/13/13)
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About NEMA

NEMA is the

an be avoided
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RESILIENCE RECOVE

Executive Summary

Severs weathar events seem o ba happening mare frequently in the United States. Historic floods, tomadoss, humicanes, and last
year's Suparstom Sandy have led to record levels of devastation and rebuilding. As we becoms more relant on electncity to power our
homes, businesses, industry, communicatons, and first responders, a mone robust approach to electncal preparedness and recovery is
critical to minimizing the personal and economic damage caused by these events.

To mitigate the impact of future weathar events, the 400-plus membars of the National Electrical Manufacturers Association (NEMA}
and its staff of electroindustry exparts have compiled recommeandations in a new guide tited, Storm Reconstruction: Rebulld Smart.

Federal, State, and Local Policies
Minimizing the damage causad by magor Storms requires an
alactrical grid that is built to ba resilisnt and reliabls bafore
dissster strikes. As Storm Risconstruction: Rebuid Smart
explains, deployment of smart technologiss can make America's
power systams safer, more raliable and resilient, and designed
in such a way that they can be restored mone quickly following
a disaster. NEMA supports policies that encourage investment
in smartsr energy technologies to bettar protect lives,
infrastructure, and comimy unities:
- Rieviaw curment pul} iC DIOQrams 1|:- SNEUIS tedmclbgms
“that arg refiabls, resilent, and efficient are promatsd: =
Promaote pcliu::es—m sﬁwﬁramr_public and private
sactor mvestments in smart enargy technologies such as
incantivas for U.S. ndustial sector and the use of energy
saving parformance contracts (ESPGs) for state, fedaral,
and local agencies;
= Authorize all faderal storm reconstnuction aid 1o be used for

deployment of tachnologiss that mitigate futuwe power outages;

= Encourage routine adopSon of the most current slectrical
safaty codes in all states; and
Promote adoption of an industry standard for equipmant
and struciures in vulnerable arsas.

Risk Management Planning
Risk managament planning should includs deployment of smart

mehnnlcgla‘s to mitigats future powss outsges:

~n Engaga experts in smart enengy solutions to perfc-r'n :-ra—
~efisis fisk m -ugsU:c-". ASEESEMENtS; -

. Gremanunrﬁ-ad emargency storm r&spcmiapln.nw
dewelop a cohesive bluepnnt for action that accounts for
loss of power and damaged or fallen communication lines;

= Ensure that storm responss plans are updated 1o wtilize

_smart technologies for power restoration; and

= Inrvast in relability testing and training for energy

MEMEYEMENt Systams.

Technologies and Practices
Tha MEMA guide contains best practices, recommendations in
enargy systems design, development, and technology deploymeant
that can reduce outages, save bees, and protect property:

= Smart Grid soluons, micrognds, energy storagse, and

distributed genaration systems;
= Ahlemative and backup generation technologies; and
= Advancas in wiring, cabling, and componants.

The guide can be found online at www.nema.orgirebuild-smart.
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Build and Rebuild Smart—Consumer Tips

Experts at NEMA work with industry and government to recommend standards
and best praciices to improve the efficiency and safety of the nation’s electrical
services to public facilities, businesses, industries, and of course, homes.

The following is suggested guidance from Siorm Reconsfruciion: Rebuild
Smari, a NEMA publication that can help consumers be betier prepared
for storm-related outages by making electricity service fo homes and
businesses more reliable and resilient, and therefore betier positioned to
recover more guickhy:

¥ Advanced, wet-rated wiring. Most wiring in homes and small
businesses consists of what is called dry-rated product, such
as NM-B, that does not withstand fiood conditions. If a home
or business is susceptible to flooding. owners should consider
replacing wiring in threatened areas with a wet-rated product,
such as UF-B, to improve resilience and speed recovery.
Underground line installation. Overhead power line
connecions are more wuinerable to high winds, downed trees,
ar fiying debris. To reduce the potential of power loss as a
result of a downed line, owners should consider underground
installation, including protective conduits fo prevent water
intrusion.
Backup power generation. If the maintenance of electrical
service at 8 home or business is of vital importance (e.g.,
keeping refrigerated food from spoiing). owners should
consider instaling backup generators that use altiemate fuels
such as natural gas, diesel, gasoline, or propane io provide
essenfial functions during a prolonged power outage.
Smart meters_ Local ufility smart meter programs are
increasingly available and are perhaps best known for their
cost- and energy-saving features. Smart meters also are smart
sensors, with capabilifies to assist the local wiility in quickhy
identifying and responding to small-scale and wide-area outages,
as well as verifying power restoration. Signing up for a smart meter
program is well worth considering.
Low-power lighting. The newest LED lighting technolegy is more
energy and cost efficient for home and business ighting_ It is also
beneficial as part of a backup generation option because its low-power
draw and native direct current (de) integrates readily with aternate
sources of dc power during outages.
Trees and landscaping. It is always a best practice io ensure that
trees and other landscaping on home or business properties are regulariy
frimmed and maintsined to eiminate the dangers to buildings or power lines
from weakened or diseased limbs.

‘The Assoviation of Electrical and Medical Imaging Equipment Manufacturers
1300 North 17th Street, Suite 900, Rosshyn, Virginia 22200 = www.nema_org/stons-reconstroction
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Disaster Recovery

~ Evaluating Damaged Equipment
= Water and Fire Damaged
~ Generators
» | ocation, Transfer, and Fuel
~ Equipment Relocation
= Above Grade?
~ Harden Equipment
= Wire, Cable, and components
~ Disaster Preparation
= Recovery, Response, and Rebuild planning
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www.nema.org
www.nist.gov/smartgrid

WWW.SQip.org

Jack.Lyons@NEMA.org
Paul.Molitor@NEMA.org
(703) 841-3262



http://www.nema.org/
http://www.nist.gov/smartgrid
http://www.sgip.org/
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Abstract

This session will provide a baseline understanding
of Smart Grid and the activities that it
encompasses including interoperability standards,
testing & certification, and cybersecurity. It will
further explore how Smart Grid affects disaster
recovery operations for grid operators and the
rebuilding efforts in the wake of Hurricane Irene
and Superstorm Sandy in the northeastern United
States.
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Biography - Jack Lyons

# Jack Lyons is the Northeast Field Representative for the
National Electrical Manufacturers Association, NEMA.
Jack works closely with the Electrical Inspectors from
Maine to Pennsylvania. His work involves education on
Electrical Products and Codes, (i.e. National Electrical
Code, |I-Codes, energy codes, and NFPA 70E). Jack is a
liason between End-Users, Inspectors, and
manufacturers to ensure code compliant installations of
electrical products. Jack's background is Electrical
Contracting, Electrical Inspections, Electrical Education,
and Engineering.
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Biography - Paul Molitor

~ Paul Molitor is an established figure in Smart Grid,
holding numerous national and international leadership
positions in the industry. He was the first Plenary
Secretary of the NIST Smart Grid Interoperability Panel
(SGIP), and served as the founding director for SGIP’s
industry-operated successor SGIP 2.0, Inc. He's also
served as secretary of multiple U.S. Technical Advisory
Groups for Smart Grid in the International
Electrotechnical Commission (IEC) and was named to
the Canadian Task Force on Smart Grid Technologies
and Standards. In 2013, Paul was named as a “Smart
Grid Pioneer” by Smart Grid Today along with U.S.
Energy Secretary Ernest Moniz.



