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Origins of Smart Grid in the U.S. 

The Blackout of 1965 

 25 million people affected 

 80,000 square miles 

 Congressional Hearings 

• Cites lack of R&D in Electric 

Power 

• Creation of Electric Power 

Research Institute (EPRI) 

http://upload.wikimedia.org/wikipedia/commons/7/73/North_America_blackout_1965.png
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Origins of Smart Grid in the U.S. 

The Blackout of 2003 

 55 million people affected 

 110,000 square miles 

 Congressional Hearings 

• Environmental Protection 

Act of 2005 

– FERC charged with 

mandating reliability stds 

• Energy Independence and 

Security Act of 2007 (EISA) 

– Title XIII – Smart Grid 

http://upload.wikimedia.org/wikipedia/commons/e/eb/Map_of_North_America,_blackout_2003.svg
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Origins of Smart Grid in the U.S. 

So that's why today, I'm pleased to announce that 
under the Recovery Act, we are making the largest-
ever investment in a smarter, stronger, and more 
secure electric grid. This investment will come in the 
form of 100 grants totaling $3.4 billion -- grants that 
will go to private companies, utilities, cities, and other 
partners who have applied with plans to install smart 
grid technologies in their area. 
 

President Barak Obama, October 27, 2009 

Today we make a major step with the Energy 
Independence and Security Act. We make a major 
step toward reducing our dependence on oil, 
confronting global climate change, expanding the 
production of renewable fuels and giving future 
generations of our country a nation that is stronger, 
cleaner and more secure. 
 

President George W. Bush, December 19, 2007 

http://georgewbush-whitehouse.archives.gov/news/releases/2007/12/images/20071219-6_p121907jb-0095-515h.html


The Association of Electrical and 
Medical Imaging Equipment Manufacturers    

Energy Independence & Security Act  (EISA) 

1. Increase Use of Digital Controls 

2. Dynamic Optimization 

3. Integrate Distributed Resources 

4. Demand Response 

5. Smart Metering 

6. Smart Appliances 

7. Storage and Peak Shaving 

8. Customer Control 

9. Communications Standards 

10. Reduce Market Barriers 

SEC.1301.  “It is the policy of the United States to support the 

modernization of the Nation's electricity transmission and distribution 

system to maintain a reliable and secure electricity infrastructure that 

can meet future demand growth and to achieve each of the following, 

which together characterize a Smart Grid:” 
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 The Federal Energy 
Regulatory Commission 
(FERC) 

 Smart Grid Policy, Final Rule 
(18 CFR Chapter 1) 

 Four key grid functionalities: 

• Wide Area Situational 
Awareness 

• Demand Response 

• Electric Storage 

• Electric Transportation 

 

 The National Institute of 
Standards and Technology 
(NIST) 

 Framework and Roadmap 
(Special Publication 1108) 

 FERC List plus: 

• Advanced Metering 
Infrastructure 

• Distribution Grid 
Management 

• Cybersecurity 

• Network Communications 

Energy Independence & Security Act (EISA) 

8 Application Areas for Smart Grid 
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NIST Special Publication 1108R2 

Release 2.0 March 2012 

8 Application Areas 

37 Standards identified for 
implementation 

61 Standards designated for 
further review 

19 Priority areas identified 
for new standards activity 
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NIST Conceptual Model for Smart Grid 



The Association of Electrical and 
Medical Imaging Equipment Manufacturers    



The Association of Electrical and 
Medical Imaging Equipment Manufacturers    

Applied Domain Diagrams 
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EU Smart Grid Coordinating Committee 
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Cyber Security Guidelines 

Three Volumes 

High-Level 

Requirements 

 A Design Tool 

 Evaluation Framework 

 Guidance for crafting 

cyber security 

strategies 

• Prevention 

• Detection 

• Response 

• Recovery 
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Evaluation Framework 

Select of Use Cases 

Perform Risk Assessment 

Set Boundaries 

 First Step for a Security Architecture 

High-Level Security Requirements 

 Identify Information Requirements 

Testing & Certification 
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Risk Assessment Model 
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Interoperability Process Reference Manual 

 IPRM Version 2.0, 

January 2012 

 Applies ISO Guidance for 

Testing Programs 

• IAF - International 

Accreditation Forum 

• ISO Guide 65 

• ISO Guide 17025 

 Leverages the industry 

history in safety testing 

 Interoperability Testing & 

Certification Authority 

(ITCA) 
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IPRM Standard ITCA 

Test 

Suite 
Accred. 

Body 

Cert. 

Body 

Test 

Lab 

TEST 

Manuf. 

Product 

1 

2 

3 4 

5 

NEMA/ANSI Smart Grid Testing Standard 
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What Gets Tested? 
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Other Key Concepts in Smart Grid 

“Green Button” Initiative 

 Consumer Energy Dashboard 

Executive Order 13636 

 Improving Critical Infrastructure Cybersecurity 

 NIST Cybersecurity Framework 

 DHS Voluntary Program for Critical 

Infrastructure 
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Storm Reconstruction 

Jack Lyons, Northeastern Field Representative 
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Evaluating Water-
Damaged 

Electrical Equipment 

Storm Damage Recovery 

NEMA 
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Boardwalk Fire (9/13/13) 
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Disaster Recovery 
Evaluating Damaged Equipment 

 Water and Fire Damaged 

Generators 

 Location, Transfer, and Fuel 

Equipment Relocation 

 Above Grade? 

Harden Equipment 

 Wire, Cable, and components 

Disaster Preparation 

 Recovery, Response, and Rebuild planning 
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www.nema.org 

www.nist.gov/smartgrid 

www.sgip.org  

Jack.Lyons@NEMA.org 

Paul.Molitor@NEMA.org 

(703) 841-3262 

http://www.nema.org/
http://www.nist.gov/smartgrid
http://www.sgip.org/
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Abstract 

This session will provide a baseline understanding 

of Smart Grid and the activities that it 

encompasses including interoperability standards, 

testing & certification, and cybersecurity.  It will 

further explore how Smart Grid affects disaster 

recovery operations for grid operators and the 

rebuilding efforts in the wake of Hurricane Irene 

and Superstorm Sandy in the northeastern United 

States. 
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Biography – Jack Lyons 

Jack Lyons is the Northeast Field Representative for the 

National Electrical Manufacturers Association, NEMA. 

Jack works closely with the Electrical Inspectors from 

Maine to Pennsylvania. His work involves education on 

Electrical Products and Codes, (i.e. National Electrical 

Code, I-Codes, energy codes, and NFPA 70E). Jack is a 

liason between End-Users, Inspectors, and 

manufacturers to ensure code compliant installations of 

electrical products. Jack's background is Electrical 

Contracting, Electrical Inspections, Electrical Education, 

and Engineering. 
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Biography – Paul Molitor 

Paul Molitor is an established figure in Smart Grid, 

holding numerous national and international leadership 

positions in the industry.  He was the first Plenary 

Secretary of the NIST Smart Grid Interoperability Panel 

(SGIP), and served as the founding director for SGIP’s 

industry-operated successor SGIP 2.0, Inc.  He’s also 

served as secretary of multiple U.S. Technical Advisory 

Groups for Smart Grid in the International 

Electrotechnical Commission (IEC) and was named to 

the Canadian Task Force on Smart Grid Technologies 

and Standards.  In 2013, Paul was named as a “Smart 

Grid Pioneer” by Smart Grid Today along with U.S. 

Energy Secretary Ernest Moniz. 


