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Smart Grid Surge Protection – Matt Wakeham, WG Chair
IEEE PES/SPDC WG 3.6.13

The following issues will be addressed in this presentation:

The Smart Grid is an all encompassing term in today’s power distribution industry. The threat of 
equipment disruption and damage from transient surges is very real and can have dire consequences 
on the delivery of electricity to residential, commercial and industrial users. 

This session will discuss the origins of how surges occur and the methods to mitigate these transients 
from sensitive electronic equipment. 

The discussion will overview IEEE standards for surge protection, as well as applicable safety 
standards. IEEE PC62.220 is presently under development, the working group draft standard for 
smart grid surge protection will be discussed which includes the scope of power and communications 
surge protection.



Agenda

• Origin of Surges
• Surge Protection Basics 
• SPD Standards Overview
• IEEE SPD Standards
• Safety Standards
• Q & A
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Smart Electric Power Alliance
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re: IEC 61000-4-4; EN 50121-4, IEEE C62.41.2; IEEE C62.45

EFT Burst 











Surge 101
The SPD creates a path of least 
resistance when a transient surge is 
present and diverts the surge away 
from sensitive electronic equipment 
….



Surge Basics

• Surge – A surge is a transient voltage or current with a duration of a few microseconds.
• Surge arrester – A protective device for limiting surge voltages by discharging or bypassing 

surge current, and it also prevents continued flow of follow current while remaining 
capable of repeating these functions. Ref. IEEE 100.

• Surge-protective device (SPD) – Is the generic term used to cover both Surge Arresters 
(including secondary surge arresters) and Transient Voltage Surge Suppressors (TVSS) 
devices. An SPD is a non-linear protective device for limiting surge voltages on equipment 
by discharging, bypassing, or diverting surge current; it prevents continued flow of follow 
current and is capable of repeating these functions as specified.

• MOV = Metal-Oxide Varistor; under normal operating conditions the device is a very, very 
high impedance (essentially an Open Circuit) connected in parallel across 2 conductors.

• TPMOV = Thermally-Protected MOV is an MOV with integral fusing which will anticipate a 
catastrophic failure due to sustained over-voltage (ie: TOV or loss of neutral) or thermal 
runaway due to low-impedance degradation of the component.



A study by a major insurance                  
company illustrates the problem. 

• Over 7700 items of industrial 
electronics were evaluated. 

• The most significant cause of 
premature failure was surge 
overvoltage.

• In fact surge damage 
contributed to 28% of failures. 

The Surge Threat



Consequences of Surges



There are three main types of effects that transients have on your electronic equipment:

Disruptive effects:
These effects are usually encountered when a transient enters the equipment by inductive coupling. The
energy source for this inductive coupling can act on the data output lines that integrate an electronic
installation. The electronic components then try to process the transient as a valid logic command. The
result is system lock-up, malfunction, erroneous output, lost or corrupted files, and a variety of other
undesirable effects.
Dissipative effects:
These effects are associated with repeated stresses to IC components. The materials used to fabricate
IC’s can only withstand a certain number of repeated energy level surges. After long-term degradation,
the device fails to operate properly. The failure is due to the cumulative build-up of transient-created
stresses which result in arc-overs, shorts, open circuits, or semiconductor junction failures within the IC.

The 3 D’s ….



Destructive effects:
These effects include all conditions where transients with high levels of energy cause equipment to fail
instantaneously. Very often, there is actual physical damage apparent, like burnt PC boards or melting
of electronic components.
Destructive effects can occur when noise pulses are too fast for power supply regulator circuits to
respond by limiting transient voltage to acceptable levels. Also, transients on the power line may
subject electronic components to overwhelming voltage levels. For example, components like rectifier
diodes can fail immediately when their Peak Inverse Voltage (PIV) rating is exceeded. PIV diode ratings
in a well-designed computer can be in the 1 kV – 1.5 kV range. Transients on AC lines can easily exceed
1.5 kV.
What are the Symptoms of Surge Damage?
There are several possible symptoms to look for to determine whether surges are affecting your office
or business.
•Computer lock-ups or latch-ups
•Unexplainable data corruption
•Equipment shutdown
•Flickering lights
•Premature failure of electronic ballasts or printed circuit boards
There is no such thing as a transient free facility. Many people do not realize that their company’s
productivity and profitability is being significantly impacted by the effects of transients. The problems
described above result in billions of dollars of lost profits to U.S. businesses every year.













SPD Standards Overview



Breadth of Industry Standards
• Telcordia GR-1089 (Communications) *
• AREMA – Manual Section 11 (Wayside Signal)
• MILSTD – 461, 646C, 1757A, 188-125-1 (HEMP)
• FAA-STD 019e – Lightning & Surge Protection
• IEC 61000-4-5
• IEEE C62 series 
• UL 1449 / NEC
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SEMI F47 Curve

SEMI F47 sets out 
the required 
voltage sag 
tolerance for 
semiconductor fab 
equipment; IEC 
61000-4-34 is used 
as the test standard



ITIC (CBEMA 96) Curve
The CBEMA and ITIC 
curves are both used to 
visibly represent voltage 
events. ... It defines various 
regions based on input 
voltage where computer 
equipment may encounter 
operational issues. 
The ITIC (Information 
Technology Industry 
Council) curve is a modified 
version of the CBEMA 
curve created in the 1990's.



The Electric Power Research Institute (EPRI) Distribution Power Quality (DPQ) Study:

Projected 95% Probability 
for Any Site to Fall Within 
the Range of Events 
Shown in a Given Area



IEEE SPD Standards Overview 

• C62.41.1 - Guide on the Surge Environment in Low-Voltage (1000 V and less) AC Power Circuits
• C62.41.2 - Recommended Practice on Characterization of Surges in Low-Voltage (1000 V and 

less) AC Power Circuits
• C62.42 - Guide for the Application of Component Surge-Protective Devices for Use in Low-

Voltage [Equal to Or Less Than 1000 V (ac) Or 1200 V (dc)] Circuits
• C62.43 - Application of Surge Protectors Used in Low-Voltage (Equal to or Less than 1000 V, rms, 

or 1200 V, DC) Data, Communications, and Signaling Circuits
• C62.44 - Guide for the Application of Low-Voltage (1000 Volts rms or Less) Surge Protective 

Devices Used on Secondary Distribution Systems (Between the Transformer Low-Voltage 
Terminals and the Line Side of the Service Entrance Panel) - New standard

• C62.45 - Recommended Practice on Surge Testing for Equipment Connected to Low-Voltage 
(1000V and Less) AC Power Circuits => C62.41.4

• C62.48 - Guide on Interactions between Power System Disturbances and Surge-Protective 
Devices => C62.41.3
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C62.11
IEEE Standard 
For Metal-Oxide 
Surge Arresters  
for AC Power 
Circuits                
(>1 KV)



IEEE C62.41.1  
Operating 

Environment 
Categories



IEEE C62.41 Standard Test Waveforms



IEEE C62.41.2







Max. Surge Current Rating

• I max also known as surge rating, max discharge current, or kA rating: The maximum 
single surge capability usually specified by an 8/20μs waveshape. This means that the 
SPD can withstand a single surge at this level.

• This rating has become a legacy rating in the surge industry which establishes how robust 
the SPD is …..it should be verified by actual test data ….Not a theoretical calculated sum 
of the number of MOV’s

• UL does not require this rating. Virtually all 26 43 13 Specs do.
• Reality check: Secondary Surge Arresters are rated at 65kA max
• Also, historical data has shown approx. 2% probability of a 100kA induced lightning strike. 

Avg induced lightning stroke is approx. 35kA (8x20us)                                                                      
- Most meterbase gaps spark-over at 6 to 10KV. 



IEEE SPDC Application Guides 
• C62.41.1 - IEEE Guide on the Surge Environment in Low-Voltage (1000 V and less) AC Power Circuits
• C62.41.2 - IEEE Recommended Practice on Characterization of Surges in Low-Voltage AC Power Circuits
• C62.42 – IEEE Guide for the Application of Component Surge-Protective Devices for Use in Low-Voltage 

Circuits (1000 V AC or 1500 V DC or less)
• C62.43 - Application of Surge Protectors Used in Low-Voltage Data, Communications, and Signaling 
• C62.44 - Guide for the Application of Low-Voltage Surge Protective Devices Used on Secondary 

Distribution Systems (Between the Transformer Low-Voltage Terminals and the Line Side of the Service 
Entrance Panel)

• C62.45 - IEEE Recommended Practice on Surge Testing for Equipment Connected to Low-Voltage            
AC Power Circuits

• C62.48 - IEEE Guide on Interactions between Power System Disturbances and Surge-Protective Devices
• C62.55 - IEEE Guide for Protection of Power Feeds to Remote Radio Heads
This guide begins by discussing the characteristics of single-stroke lightning that might strike a tower. The nature of the resulting current on the DC feed are 
then discussed.  After that consideration is given to lightning flashes having multiple strokes.  That is followed by guidance on selecting a SPD for the DC 
feed, and practical considerations.

• C62.72 - IEEE Guide for the Application of Surge-Protective Devices for Low-Voltage AC Power Circuits.



IEEE SPDC Standards Development Working Groups

• WG 3.6.11 – SPD guide for Wind Power Facilities applications

• WG 3.6.12 – SPD guide for Photovoltaic Facilities applications

• WG 3.6.13 – SPD guide for Smart Grid applications

• WG 3.6.14 – SPD guide for Electric Vehicle Supply Equipment 



PC62.200 Draft Guide for the 
Application of Surge Protective 
Devices for Wind Power Facility
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WG 3.6.12 PV Facilities 
Protection Guide – white paper 
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• IEC 61643-31
• UL1449 Supplement
In general, DC PV power sources behave like constant 
current sources as opposed to linear power sources.  
Photovoltaic installations can create a challenging 
environment with regard to SPD failure conditions. One of 
the inherent properties of DC constant current source is its 
ability to oppose change, which requires extra attention to 
the disconnection of the SPD under fault conditions.  
Safety considerations are different from SPDs used in 
alternating current applications and have unique properties 
similar to pure DC voltages. One of the inherent challenges 
to DC disconnection is the fact that there is no zero cross 
for voltage and current extinguishing. 



51Table 1 - Ratings Comparison
UL IEC

Comments
Description Symbol Description Symbol

Maximum Continuous 
Operating Voltage

Vpvdc Maximum Continuous 
Operating Voltage

Ucpv Equivalent

Nominal Discharge 
Current 

In Nominal Discharge Current 
For Class II Test

In Similar

- - Impulse Discharge Current 
For Class I Test

Iimp No match

- - Maximum Discharge 
Current For Class II

Imax No match

- - Total Discharge Current For 
Multipole SPD

ITotal No match

Voltage Protection 
Rating

VPR Voltage Protection Level Up Comparable under 
specific conditions, 
however the testing 
process is different

Leakage Current Iq Residual Current at UCPV IPE Equivalent

Short-Circuit Current SCCR Short-Circuit Current Iscpv Not comparable; tests 
are different

Maximum ambient 
Temperature

Temp Ambient Temperature Normal or Extended Similar

Load Current IL Rated Load Current IL Similar

SPD Type Type 1 or Type 2 SPD Test Class Test Class I, II and/or III Not comparable; tests 
are different



PC 62.230™/D8
Draft Guide for Surge Protection             
of Electric Vehicle Infrastructure
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IEEE PES/SPDC
WG 3.6.13

Surge Protection Overview for the Smart Grid

Matt Wakeham – Consulting Engineer
Working Group Chair



IEEE PES/SPDC WG3.6.13: PC62.220
Scope: 
The purpose of this document is to outline how surge protective devices play an integral part 
in improving the operability and reliability of the Smart Grid. This document focuses on surge 
protective devices that operate on systems with voltages 1,000 Volts(ac)/1500 Volts(dc) and 
below. Included within this scope are communications and data acquisition equipment and 
associated circuitry and interfaces.

The basic concept of Smart Grid is to add monitoring, analysis, control, and communication 
capabilities to the national electrical delivery system to maximize the throughput of the system 
while reducing the energy consumption. The Smart Grid will allow utilities to move electricity 
around the system as efficiency and economically as possible. It will also allow the 
homeowner and business to use electricity as economically as possible.



Importance of Surge Protection for Smart Grid

Key aspects of Smart Grid point to an increased need for surge protection 
due to:

1.Addition of electronic based monitoring, analysis, control and 
communication equipment. – Surge protection is required to protect this 
electronic equipment from damage due to voltage transients.

2.Proliferation of communications, control and monitoring devices and the 
addition of distributed and alternative power sources, increases the 
exposure of equipment to lightning and other surges. 
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Manufacturers of electronic equipment and appliances might need 
to install surge protective devices to mitigate surges. Immunity 
levels are discussed in IEC Std 61000 series and IEEE Std1100™.

3. Increase in residential, commercial and industrial use of energy 
management systems and distributed generation cause more 
switching of loads and generation sources within the premise; 
thereby increasing the need for point-of-use protection inside the 
premise.

4. The overall geographical reach of the Smart Grid poses an 
increased exposure to lightning damage or disruption. This risk is 
proportional to the lightning strike density and capture area of the 
grid.



IEEE PES/SPDC WG3.6.13: PC62.220
• Two key aspects of Smart Grid that require an increased need for surge protection 

are: 1. Addition of electronic-based monitoring, analysis, control and 
communication equipment. - Surge protection is required to protect this electronic 
equipment from damage due to voltage transients. 2. Increase in utilities moving 
electricity around the system from multiple new sources such as wind, solar, 
cogeneration and other sources This increased level of switching of electrical 
sources can lead to increased levels of switching transients that can damage 
electrical and electronic loads.

• This document will focus on protecting the variety of mostly electronic equipment 
that will be added to homes, businesses, government facilities and industrial plants. 
Since the scope is 1,000v ac and below, this document will not discuss protective 
devices used by utilities on electrical distribution or transmission systems. However, 
it may include cases that involve smart grid equipment attaching or coupling to 
higher voltage circuits such as electric utility medium voltage distribution.







Representative home network including electronic equipment 
connected to a gateway via an Ethernet link 



Block Diagram of SPD Applications



Typical SPD configuration for use in power systems.



The concept of location categories and 
transitions as simplification approach

Source:                
IEEE 
C62.41.1



Source: 
IEEE



Some functions of the Smart Grid









Energy Storage



Safety Standards

• UL 96A - Standard for Installation Requirements for Lightning Protection Systems
• NFPA 780 – Standard for the Installation of Lightning Protection Systems
• UL 1449 – Standard for Safety for Surge Protective Devices
• UL 497 – Standard for Protectors for Paired-Conductor Communications Circuits
• UL 497A – Secondary Protectors for Communications Circuits
• UL 497B – Protectors for fire alarm signaling circuits that are covered by the 

Standard for Protectors for Data Communications and Fire-Alarm Circuits
• NFPA 70 – National Electrical Code
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UL 1449 – Standard for Safety for Surge Protective Devices

• Creates SPD types (Type 1, Type 2, Type 3, Type 4, Type 5  

• New Nominal Discharge Surge Current test, In Thermal “stress” test

• Tested MCOV per mode (No longer a claimed value)

• SVR 6kV, 500A  replaced with VPR 6kV, 3kA

• Surge Arrestor incorporated into UL1449 as Type 1 device



SPD Types – UL 1449 

Type 1 SPD  (LINE SIDE)

Permanently Connected SPD – Installation 
between the secondary of the service transformer 
and the LINE side of the service disconnect over 
current device, as well as the LOAD side, 
including watt-hour meter socket enclosures.  
(Not exceeding 1000V)



Type 2 (Load Side)

Permanently connected SPD intended for installation on the LOAD 
side of there service disconnect over current device, including 
SPDs located at the branch panel.

Type 3 

Point of utilization SPDs, installed a minimum of 10 meters (30 
feet) from the electrical service panel, for example cord 
connected, direct plug-in (DPI), receptacle type and SPDs 
installed at the utilization equipment being protected.



Type 4 and 5

Component SPDs, including discrete 
components as well as component 
assemblies.



Measured Limiting Voltage (MLV)

• All SPD Types are to be tested to 6kV/3kA - 3 pulses per mode with 
applied voltage.  VPR is determined by averaging results.                      
(per 34.9 and Table 34.1)

• SVR 6kV/500A        
– Good reading 400v or 500v

• VPR 6kV/3kA          
– Good reading  700v, 800v, 900v, or as high as 1000v

• Higher surge current results in higher clamping voltages





Nominal Discharge Current Test (In)
Type 1 – Choose 10kA or 20kA/Mode
Type 2 – Choose 3kA, 5kA, 10kA, or 20kA
Surge unit at chosen surge value
Apply chosen overvoltage to unit within 1s for 1min





UL497B



Source:       
NEMA



National 
Electrical Code           

and Surge 
Protection



National Electric Code
• COPS - Critical Operations Power Systems

– NEC guideline to increase protection and reliability of the power infrastructure for critical facilities

• What are Critical Facilities?
– Government agency (Federal, state, municipal)
– Facility engineering
– Facilities that if destroyed may disrupt:

• National security, the economy, public health, or safety

• To include
– HVAC, fire alarm, security, communications, and signaling

• NEC Section 708.20 (D)

• Surge Protective Devices must be used to comply
• SPDs must be used for each voltage at the facility

– Service Entrance
– Distribution panels



NEC
• 700.8   “ A listed SPD shall be installed in or on all 

emergency switchboards and panelboards

• 694.10 (D)  “ A SPD shall be installed between a 
wind electric system and any loads served by the 
premises electrical system.”

• 240.21 (1) b  “Where listed equipment, such as a
SPD, is provided with specific instructions on 
minimum conductor sizing, the ampacity of the tap 
conductors supplying that equipment shall be 
permitted to be determined base on the 
manufacturer’s instructions.”



230.67 Surge Protection for Dwelling Units
A new requirement is being proposed to 
necessitate a surge protection device (SPD) on 
all services in dwelling units. This requirement is 
intended to address the recognized need for 
surge protection to protect sensitive electronics 
and systems found in most modern appliances, 
safety devices (AFCIs, GFCIs, and smoke 
alarms) and equipment used in modern dwelling 
units. The expanded use of distributed energy 
resources (DERs) within electrical systems often 
results in more opportunity or greater exposure 
for the introduction of surges into electrical 
systems.



Additionally, there is another 
revision that combines the 
“over 1000V” and “under 
1000V” requirement into a 
single new Article 242 and 
deletes Articles 280 and 285.

Article 242 is where the 
installation requirements for 
SPDs will be found. 
Requirements for SPDs to be 
listed, how to be connected 
within the panelboard, and 
short-circuit current ratings 
can be found in Article 242









Application

480V AC Incoming Supply

120V AC Power Supply

24V DC Power Supply

RS485 twisted pair



NEC Adoptions

Keeping in mind 
AHJ ….
Authority Having
Jurisdiction



https://www.pes-spdc.org/

https://www.nemasurge.org/

Guidelines for the Surge Protective Devices 
Used in ICP UL Certification Requirement 
Decision

ATIS is where companies in the 
information and communications 
technology (ICT) industry come 
together to address common, 
critical priorities.

https://pegconference.com/



WG3.6.13 WHITE PAPERS: 
THE OPERATION OF SPDS IN THE SMART GRID
AND
AN OVERVIEW OF SURGE PROTECTION FOR THE SMART GRID

MAY BE ACCESSED AT:
HTTPS://PES-SPDC.ORG/CONTENT/LOW-VOLTAGE-TUTORIALS

Questions / Comments ………..
Matt Wakeham 
917-565-5352

Thank you!                                            matt@wakehamconsulting.com
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Matt Wakeham
Wakeham Consulting LLC
917-297-4065
600 Franklin Ave. PO Box 467
Garden City, NY 11530
matt@wakehamconsulting.com
http://wakehamconsulting.com/

Further questions or 
comments contact at:




