Smart Grid Surge Protection — Matt Wakeham, WG Chair
IEEE PES/SPDC WG 3.6.13

The following issues will be addressed in this presentation:

The Smart Grid is an all encompassing term in today’s power distribution industry. The threat of
equipment disruption and damage from transient surges is very real and can have dire consequences
on the delivery of electricity to residential, commercial and industrial users.

This session will discuss the origins of how surges occur and the methods to mitigate these transients
from sensitive electronic equipment.

The discussion will overview IEEE standards for surge protection, as well as applicable safety
standards. IEEE PC62.220 is presently under development, the working group draft standard for
smart grid surge protection will be discussed which includes the scope of power and communications
surge protection.
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Agenda

* Origin of Surges

* Surge Protection Basics
 SPD Standards Overview
* |EEE SPD Standards

e Safety Standards

* Q&A
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Where surges originate

80% - Internal Disturbances

= Load switching
= Variable frequency drives
= Lighting and air handlers

20% - External Disturbances
= Utility load switching

- Smart grid
= Lightning strikes
- Cloud to cloud

- Cloud to ground
- Cloud to man-made object
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» Sudden Changes in Load
* Power System Faults

* Characterized By Short Rise
Time, Long Decay Time

* Typically Results in Equipment
Damage

* Surges are Caused By: i~ Transients |
» Lightning Strikes '
* Switching of Inductive Loads ]
: + : ' : t -
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Vaisala's National Lightning Detection Network® (NLDN®)
Cloud-to-Ground Lightning Incidence in the Continental U.S. (1997 - 2012)
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Lightning Induced Surges — Impulse Transients
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Represented by a combination of voltage and current waveforms (combination wave)
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Switching Surges

* Frequency 350 Hz to 1000 kHz

* Often represented by 100 kHz

* Amplitudes typically range from a 2-3 times the operating voltage to 6,000
volts or higher

* Occur regularly and frequently — in some cases multiple times per cycle
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Surge Origins — Contactor, Relay, Breaker Operation
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Surge Origins — Capacitor Bank Switching
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Surge Origins — Discharge of Inductive Loads
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Switching Surges — Ringing/Oscillatory Transients
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EFT Burst
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Coupling of Electrical Surges

* Occurs when energy from lightning or switching surges is
transferred (coupled) to another system

* |Impacts control, communication, data and other systems

* |nductive and capacitive coupling



Coupling of Electrical Surges

¢ Through multi-service/multi-port loads or even some SPDs

» Often damaging to cabling, connectors or interface of low voltage
systems

* From power systems to low voltage systems

* From low voltage systems to power systems



Coupling of Electrical Surges

* Due to coupling, failures of components due to surges can be
misinterpreted

» A failed component on the communications side does not
necessarily mean the surge originated from that point

* The failed component may have simply provided a low impedance
path for the surge when coupled to that system



Magnitude
of event
(volis) |

Magnitude vs. Duration

(volts vs. kilovolts/kiloamps) _
(microseconds vs. milliseconds vs. seconds) |
Damage vs. Upset vs. No Effect e

Surges vs. Temporary Overvoltages m_—

(From C62.41.2)
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Surge 101

The SPD creates a path of least
resistance when a transient surge is
present and diverts the surge away
from sensitive electronic equipment

SPD Shunt Path For Translents

"The Water Wheal"”
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Surge Basics

. Surge — A surge is a transient voltage or current with a duration of a few microseconds.

*  Surge arrester — A protective device for limiting surge voltages by discharging or bypassing
surge current, and it also prevents continued flow of follow current while remaining
capable of repeating these functions. Ref. IEEE 100.

*  Surge-protective device (SPD) — Is the generic term used to cover both Surge Arresters
(including secondary surge arresters) and Transient Voltage Surge Suppressors (TVSS)
devices. An SPD is a non-linear protective device for limiting surge voltages on equipment
by discharging, bypassing, or diverting surge current; it prevents continued flow of follow
current and is capable of repeating these functions as specified.

* MOV = Metal-Oxide Varistor; under normal operating conditions the device is a very, very
high impedance (essentially an Open Circuit) connected in parallel across 2 conductors.

*  TPMOV = Thermally-Protected MOV is an MOV with integral fusing which will anticipate a
catastrophic failure due to sustained over-voltage (ie: TOV or loss of neutral) or thermal
runaway due to low-impedance degradation of the component.
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The Surge Threat
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* The most significant cause of
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Consequences of Surges

1. Disruptions in computer
sighals and processors

2. Degrade component
junctions causing
‘random” delayed failure

3. Damage to electrical
components
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. 4
The 3 D’s ....

There are three main types of effects that transients have on your electronic equipment:

Disruptive effects:

These effects are usually encountered when a transient enters the equipment by inductive coupling. The
energy source for this inductive coupling can act on the data output lines that integrate an electronic
installation. The electronic components then try to process the transient as a valid logic command. The

result is system lock-up, malfunction, erroneous output, lost or corrupted files, and a variety of other
undesirable effects.

Dissipative effects:

These effects are associated with repeated stresses to IC components. The materials used to fabricate
IC’s can only withstand a certain number of repeated energy level surges. After long-term degradation,
the device fails to operate properly. The failure is due to the cumulative build-up of transient-created
stresses which result in arc-overs, shorts, open circuits, or semiconductor junction failures within the IC.
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Destructive effects:

These effects include all conditions where transients with high levels of energy cause equipment to fail
instantaneously. Very often, there is actual physical damage apparent, like burnt PC boards or melting
of electronic components.
Destructive effects can occur when noise pulses are too fast for power supply regulator circuits to
respond by limiting transient voltage to acceptable levels. Also, transients on the power line may
subject electronic components to overwhelming voltage levels. For example, components like rectifier
diodes can fail immediately when their Peak Inverse Voltage (PIV) rating is exceeded. PIV diode ratings
in a well-designed computer can be in the 1 kV — 1.5 kV range. Transients on AC lines can easily exceed
1.5 kV.

What are the Symptoms of Surge Damage?

There are several possible symptoms to look for to determine whether surges are affecting your office
or business.

*Computer lock-ups or latch-ups

*Unexplainable data corruption

*Equipment shutdown

*Flickering lights

*Premature failure of electronic ballasts or printed circuit boards

There is no such thing as a transient free facility. Many people do not realize that their company's
productivity and profitability is being significantly impacted by the effects of transients. The problems
described above result in billions of dollars of lost profits to U.S. businesses every year.
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Typical SPD configuration for use in power systems

................ SPD .
Phase
SPC
Neutral Equipment
SPC SPC
Ground




_ The Essential Advantages and Disadvantages '
of the MOV and Other Commonly Used SPD Components.

f&@ES single component TVSS.
%Wg‘_a”gy e E

Metal Oxide Varistor (MOV):

Readily available, higher energy capability, excellent
refiability and consistent performance.

Mon-linear clamping curve, rapid fatigue at higher
amperage levels, leaky.

Silicon Junction Diode!
Diode (SAD):

Readily avaitable, flatter clamping curve, excellent Avalanche
reliability and consistent performance.

\ary low energy capability, some capacitive
problems, expensive.

Gas Tubes:

Higher anergy capability than either diodes or
MOW's, non-capacitive or leaky in data fline
applications.

Unpredictable and unstable repetitive behavior,
tendency o “crow-bar” io ground, higher cost than
MOW's.

LCR Filters:

Excellent noise attenuation, clamping harmonkc
elimination and predictable performance at given
frequency.

Expensive, frequency dependent, low energy
capability, leaky and low amperage capable.
(The LCR filter I not a suppressor in and of itself.)

TVSS Hybrid:

If properly designed. the Hybrid incorporates all of
the major advantages of many of the available
components while collectively overcoming their
individual faults.

The hybrid is inherently more expensive than the
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UL = Type
IEEE = Category

Type 2 or Category B
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* SPD coordination — Surge-protective device

considerations voltage coordination
— Surge current capacity and

Nominal Discharge Current
(1.) Ratings of the SPDs

— Aging of SPDs
— Coordination of modes of

— Surge waveform and duration
— SPD conductor (lead) length

— Distance between SPDs,
types, location categories and
|IEC test classes

rotection
— Distance between the origin i o W~
of a surge and the end-use * |Installation is critical for
equipment SPDs!!
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SPD Standards Overview
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. 4
Breadth of Industry Standards

* Telcordia GR-1089 (Communications) *
 AREMA — Manual Section 11 (Wayside Signal)

e MILSTD —-461, 646C, 1757A, 188-125-1 (HEMP)
 FAA-STD 019e — Lightning & Surge Protection
 |[EC 61000-4-5

* |EEE C62 series

e UL 1449 / NEC

* — Telcordia GR-1089 core for America with 2/10 ps and 10/1000 us surges

— ITU-T K series for the rest of the world with 10/700 ps surges
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IEEE Standard 1159-1995 Categorées and Typikcal Characteristics of Power Sysiem

magnetic Phenomena
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SEMI F47 Curve
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ITIC (CBEMA 96) Curve
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The CBEMA and ITIC
curves are both used to
visibly represent voltage
events. ... It defines various
regions based on input
voltage where computer
equipment may encounter
operational issues.

The ITIC (Information
Technology Industry
Council) curve is a modified
version of the CBEMA
curve created in the 1990's.



The Electric Power Research Institute (EPRI) Distribution Power Quality (DPQ) Study:
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IEEE SPD Standards Overview

* (62.41.1 - Guide on the Surge Environment in Low-Voltage (1000 V and less) AC Power Circuits

e (62.41.2 - Recommended Practice on Characterization of Surges in Low-Voltage (1000 V and
less) AC Power Circuits

* (62.42 - Guide for the Application of Component Surge-Protective Devices for Use in Low-
Voltage [Equal to Or Less Than 1000 V (ac) Or 1200 V (dc)] Circuits

 (62.43 - Application of Surge Protectors Used in Low-Voltage (Equal to or Less than 1000 V, rms,
or 1200 V, DC) Data, Communications, and Signaling Circuits

 (62.44 - Guide for the Application of Low-Voltage (1000 Volts rms or Less) Surge Protective
Devices Used on Secondary Distribution Systems (Between the Transformer Low-Voltage
Terminals and the Line Side of the Service Entrance Panel) - New standard

 (62.45 - Recommended Practice on Surge Testing for Equipment Connected to Low-Voltage
(1000V and Less) AC Power Circuits => C62.41.4

* (62.48 - Guide on Interactions between Power System Disturbances and Surge-Protective
Devices => C62.41.3

o ———————— O IEEE



Common Communication SPD Standards:

IEEE C62.43-2005: Guide for the Application of Surge Protectors Used in
Low-Voltage Data, Communication and Signaling Circuits

IEEE C62.64-2009: Standard Specifications for Surge Protectors Used in
Low-Voltage Data, Communication and Signaling Circuits

UL 497: Primary Protectors for Communications Circuits

UL 497A: Secondary Protectors for Communications Circuits

UL 497B: Isolated Loop Circuit Protectors - Protectors for Data
Communications and Fire-Alarm Circuits

UL 497C: Primary Protectors for Coaxial Communications Circuits

Telcordia (Now Ericsson) GR-974-CORE: General Requirements for
Telecommunications Line Protector Units (TLPUs)

e —— < |EEE



C62.11

IEEE Standard
For Metal-Oxide
Surge Arresters
for AC Power
Circuits

(>1 KV)

Power & Energy Society®

Table 3 —Distribution arrester classifications

i L Lightning impulse High Minimum single Minimum Thermal
Disrn:rl:::t::.hss classifving current current impulse charge Energy Withstand
Tetass impulse transfer rating Ox Rating O
(kA) (kA) iy ()
Heavy Duty (HIY) 10 L 0.4 1.1
Normal Duty (NI} 3 65 0.2 0.7
Light Duty (LI} 3 40 .1 0.45

Table 4—Station and intermediate arrester impulse classifying currents

Lightning impulse Wiy
T T impulse
, MOV range classifving current f
Arrester (lass } i classifving
(kY RMS) Feiazs
(kA) current
(A)
Station =448 20 2K
Station 246448 15 2000
Station 116245 10 (WM}
Station 2.55-115 10 S0
Intermediate 2.55-115 5 500

39
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|EEE C62.41.1
Operating

Environment
Categories

Category C environments are located
on e LINE sida of the senioe disconnect
* Dulside and service enlrance
= Service drop from pole to building
+ Run betwean meter and panel
* Overhead line 1o delached building
= Undarground ne to well pump
Category B environments are immedi-
ately adjacent on the LOAD side of the
sarvicea disconnecl breaker. Category B
environments are characlenzed as hav-
ing short branch circuits and feedar lines.
= Distribution panel devices
= Bus and feedar industral plants
= Heavy appliance oullels with
“short” connections o sarvice
anltrance
= Lighling syslams in large
buildings
Category A environmenis have lang
branch circuils and outlels mare than 30
leat from a Calegory B environmant, or

more than G0 feet from Category C
locations.
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IEEE C62.41 Standard Test Waveforms
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|EEE C62.41.2

Table 4 — Scenario I tests for SPDs intended for Location Category C*
Standard tests Optional test
1.2/50ps Voltage generator 8/20ps Current generator
Exposure 100kHz Ring Wave for
Minimum open-circuit voltage to be Current to be driven through the front-of-wave response
applied to SPD SPD® evaluation
Low 6V JkAS 6kV
High 10kV 10kA 6kV

Table 3 = Standard 1.2/50us - 8/20us Combination Wave
Expected voltages and current surges in Location Categories2 A and B®
Single-phase modes® : L-N, L-G and [L&N]-G
Polyphase modes: L-L, L-N, L-G and [L’s]-G
(See Table 5 for N-G modes)

Peak Values®

Location Category” Voltage Current Effective Impedance (£2)
(kV) (kA)
A & 0.5 lzf

ﬁ EEES B 3 3 2
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Standard 0.5 ms-100 kHz Ring Wave Standard 1.2/50 m=s-8/20 ms Combination Wave
Voltages and Current Surges Expectad Voitages and Current Surges Expected
in Location Categories A and B in Location Categorias B and C
Low, Madium and High Exposures Low, Medium and High Exposures
Single-Phasa Modes: L-N, L-G, and [L&N]-G Single-Phase Modes: L-N, L-G, and [LAN]-G
Polyphase Modes: L-L, L-G, and [L's]-G Polyphase Modes: L-L, L-N, L-G, and [L's]-G
Peak Values Effective Peak Values Effactiva
Location System Voltage Currant Impadance Location  System Voltage Currant Impedance
Category Exposura (kW) [L7-¥] (L2} Category  Exposure (kW) (k&) {£x)
A Low 2 0.07 a0 B1 Low 2 1 2
AZ Medium 4 0.13 30 B2 Medium 4 2 2
A3 High B 02 an B3 High & 3 2
B1 Low 2 007 12 1 Low B 3 2
B2 Mediurm 4 0.33 12 ] Medium 10 5 2
B3 High G 05 12 C3 High 20 10 2

" —————— IEEE
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C62.62-2018 — SPD Documentation

* Ratings and characteristics — Short-circuit current rating

— Declared nominal system voltage and — Description of status indicator
type operation (if any)

— Declared Maximum Continuous — Description of external SPD _
Operating Voltage (one value for each disconnector/OCPD requirements (if
mode of protection) required)

— Declared SPD Type — Terminal markings (if necessary)

— Measured Limiting Voltages, as — Installation procedure (e.g.,
applicable connections, mechanical dimensions,

— Nominal Discharge Current—IN (one lead lengths, etc.)
value for each mode of protection, if — Storage temperature range
applicable to SPD Type) — Operating temperature range

— Rated Load Current—IL (if required, — Agency listings and markings
two-port and In-Line SPDs) — Voltage regulation (two-port SPDs and

— Enclosure rating - degree of protection In-Line SPDs)

(EPEs < I|EEE
PoWer & Energy Society® >



Max. Surge Current Rating

* | max also known as surge rating, max discharge current, or kA rating: The maximum
single surge capability usually specified by an 8/20us waveshape. This means that the
SPD can withstand a single surge at this level.

* This rating has become a legacy rating in the surge industry which establishes how robust
the SPD is .....it should be verified by actual test data ....Not a theoretical calculated sum
of the number of MOV’s

* UL does not require this rating. Virtually all 26 43 13 Specs do.
* Reality check: Secondary Surge Arresters are rated at 65kA max

e Also, historical data has shown approx. 2% probability of a 100kA induced lightning strike.
Avg induced lightning stroke is approx. 35kA (8x20us)
- Most meterbase gaps spark-over at 6 to 10KV.

o ———————— O IEEE



IEEE SPDC Application Guides

C62.41.1 - IEEE Guide on the Surge Environment in Low-Voltage (1000 V and less) AC Power Circuits
C62.41.2 - IEEE Recommended Practice on Characterization of Surges in Low-Voltage AC Power Circuits

C62.42 — |EEE Guide for the Application of Component Surge-Protective Devices for Use in Low-Voltage
Circuits (1000 V AC or 1500 V DC or less)

C62.43 - Application of Surge Protectors Used in Low-Voltage Data, Communications, and Signaling

C62.44 - Guide for the Application of Low-Voltage Surge Protective Devices Used on Secondary
Distribution Systems (Between the Transformer Low-Voltage Terminals and the Line Side of the Service
Entrance Panel)

C62.45 - IEEE Recommended Practice on Surge Testing for Equipment Connected to Low-Voltage
AC Power Circuits

C62.48 - IEEE Guide on Interactions between Power System Disturbances and Surge-Protective Devices
C62.55 - IEEE Guide for Protection of Power Feeds to Remote Radio Heads

This guide begins by discussing the characteristics of single-stroke lightning that might strike a tower. The nature of the resulting current on the DC feed are
then discussed. After that consideration is given to lightning flashes having multiple strokes. That is followed by guidance on selecting a SPD for the DC
feed, and practical considerations.

C62.72 - IEEE Guide for the Application of Surge-Protective Devices for Low-Voltage AC Power Circuits.

o —— IEEE



I[EEE SPDC Standards Development Working Groups

WG 3.6.11 — SPD guide for Wind Power Facilities applications

WG 3.6.12 — SPD guide for Photovoltaic Facilities applications

WG 3.6.13 — SPD guide for Smart Grid applications

WG 3.6.14 — SPD guide for Electric Vehicle Supply Equipment
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PC62.200 Draft Guide for the Blades Warning Lights

Application of Surge Protective \ __— Meteo
Devices for Wind Power Facility

Nacelle / Generator

Base / Transformer
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Figure _ — Example: DMyvizios of wind turbine imto different Gghining
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WG 3.6.12 PV Facilities
Protection Guide — white paper

Linear dc source — — — —

Simulated PV source

@

Voltage

Uﬂpen Circuit
UTGSL

+ |EC 61643-31

» UL1449 Supplement

In general, DC PV power sources behave like constant
current sources as opposed to linear power sources.
Photovoltaic installations can create a challenging
environment with regard to SPD failure conditions. One of
the inherent properties of DC constant current source is its
ability to oppose change, which requires extra attention to
the disconnection of the SPD under fault conditions.
Safety considerations are different from SPDs used in
alternating current applications and have unique properties
similar to pure DC voltages. One of the inherent challenges
to DC disconnection is the fact that there is no zero cross
for voltage and current extinguishing.

Figure 1. Characteristic Power Source Representations

PoWer & Energy Society®
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Maximum Continuous
Operating Voltage

Nominal Discharge
Current

Voltage Protection
Rating

Leakage Current

Short-Circuit Current

Maximum ambient
Temperature
Load Current

SPD Type Type 1 or Type 2 SPD Test Class

VPR

Temp

Table 1 - Ratings Comparison

Description
Maximum Continuous
Operating Voltage

Nominal Discharge Current

For Class Il Test

Impulse Discharge Current

For Class | Test

Maximum Discharge
Current For Class Il

Total Discharge Current For

Multipole SPD

Voltage Protection Level

Residual Current at UCPV

Short-Circuit Current

Ambient Temperature

Rated Load Current

IEC

Symbol

cpv

limp

Imax

ITotal

Normal or Extended

I

Test Class |, Il and/or IlI

Comments

Equivalent

Similar

No match

No match

No match

Comparable under
specific conditions,
however the testing
process is different

Equivalent

Not comparable; tests
are different

Similar

Similar

Not comparable; tests
are different

) OIEEE
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Draft Guide for Surge Protection v
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Surge Protection Overview for the Smart Grid

Matt Wakeham — Consulting Engineer
Working Group Chair

" —————— IEEE



-  6969696B6B-9%-—Bn. 09
IEEE PES/SPDC WG3.6.13: PC62.220

Scope:

The purpose of this document is to outline how surge protective devices play an integral part
in improving the operability and reliability of the Smart Grid. This document focuses on surge
protective devices that operate on systems with voltages 1,000 Volts(ac)/1500 Volts(dc) and
below. Included within this scope are communications and data acquisition equipment and
associated circuitry and interfaces.

The basic concept of Smart Grid is to add monitoring, analysis, control, and communication
capabilities to the national electrical delivery system to maximize the throughput of the system
while reducing the energy consumption. The Smart Grid will allow utilities to move electricity
around the system as efficiency and economically as possible. It will also allow the
homeowner and business to use electricity as economically as possible.

o —— IEEE



Importance of Surge Protection for Smart Grid

Key aspects of Smart Grid point to an increased need for surge protection
due to:

1.Addition of electronic based monitoring, analysis, control and
communication equipment. — Surge protection is required to protect this
electronic equipment from damage due to voltage transients.

2.Proliferation of communications, control and monitoring devices and the
addition of distributed and alternative power sources, increases the
exposure of equipment to lightning and other surges.



Manufacturers of electronic equipment and appliances might need
to install surge protective devices to mitigate surges. Immunity
levels are discussed in IEC Std 61000 series and IEEE Std1100™.

3. Increase in residential, commercial and industrial use of energy
management systems and distributed generation cause more
switching of loads and generation sources within the premise;
thereby increasing the need for point-of-use protection inside the
premise.

4. The overall geographical reach of the Smart Grid poses an
increased exposure to lightning damage or disruption. This risk is
proportional to the lightning strike density and capture area of the
grid.
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IEEE PES/SPDC WG3.6.13: PC62.220

 Two key aspects of Smart Grid that require an increased need for surge protection
are: 1. Addition of electronic-based monitoring, analysis, control and
communication equipment. - Surge protection is required to protect this electronic
equipment from damage due to voltage transients. 2. Increase in utilities moving
electricity around the system from multiple new sources such as wind, solar,
cogeneration and other sources This increased level of switching of electrical
sources can lead to increased levels of switching transients that can damage
electrical and electronic loads.

* This document will focus on protecting the variety of mostly electronic equipment
that will be added to homes, businesses, government facilities and industrial plants.
Since the scope is 1,000v ac and below, this document will not discuss protective
devices used by utilities on electrical distribution or transmission systems. However,
it may include cases that involve smart grid equipment attaching or coupling to
higher voltage circuits such as electric utility medium voltage distribution.

. EEE



Importance of Surge Protection for ICT (Information and
Communications Technology) Circuits

Many factories, campuses, and job sites use twisted pair communications
cables that may be in close proximity to or parallel with power line
distributions, and may run up to 0.5 mile or more. Examples are 20 mA
current loop, RS-422, building to building Ethernet links, 24 V fire alarm
circuits, and correctional institute fence detection circuits.

Industrial sites may use SCADA systems, which can be either local or
remote. They generally consist of PLCs to control equipment and a
communications controller. If the SCADA system is local (for example in a
substation), then communication within it is often either by a serial bus
(nowadays usually a RS485) or via Ethernet. For PLCs in remote
locations SCADA systems can use dedicated serial-lines based
communication or ethernet.

e —— 4 EEE



Importance of Surge Protection for ICT Circuits

Any of these systems may be subjected to surges due to lightning or
induction from nearby power circuits. These surges can disrupt the
operation of system’s ICT circuits, with potentially serious consequences.
Hence the need to protect these systems from surges.

The standards developed by WG3.6.7 and in force are:

C62.36™ |EEE Standard Test Methods for Surge Protectors and
Protective Circuits Used in Information and Communications Technology
(ICT) Circuits, and Smart Grid Data Circuits

C62.43.0™ |EEE Guide for Surge Protectors and Protective Circuits Used
in Information and Communications Technology Circuits, Including Smart
Grid Data Networks—Overview

C62.55™ |EEE Guide for Surge Protection of DC Power Feeds to Remote
Radio Heads

@’Es A 1EEE



Representative home network including electronic equipment
connected to a gateway via an Ethernet link

Photovoltaic system

/ Antenna

CATV

Surveillance ~~

Modem Set-top box

(typical)

NIU -
[ ] xisting wires [TWP, CAT5, Coax]

"1
_Lgee e

- Appliance Appliance Appliance
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Block Diagram of SPD Applications

Power Protected Pri’:jergt‘ieon Communications
Equipment Device (SPD)
Diagnostics
Surge
Protection

Device (SPD)

Diagnostics

Monitoring Communications link

Equipment
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Typical SPD configuration for use in power systems.
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The concept of location categories and
transitions as simplification approach
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Category Exposure Voltage /Amperage Waveforms
Cl Low 6,000 V 3,000 A Impulsive Wavelorms
2 Medium 10,000V 5,000 A 1.2psx50pS Vollage
C3 High 20,000 V10,000 A Busx20us Amperage
Bl Low 2,000 V 1,000 v Impulse Waveforms
B2 Medium 4000V 2,000 A 1.2u5x50uS Voltage
B3 High 6,000V 3,000 A 8psx20us Amperage
Bl Low 2,000 V 170 A Ring Waveforms
B2 Medium 4000V 330 A Spsx100KHZ.
B3 High 6,000V 500A

Al Low 2,000 V TOA Ring Waveforms
A2 Medium 4000V 130 A Susx100KHZ,
Al High 6,000V 200A

Taarve aaen o

Uty pake
Metar
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Some functions of the Smart Grid

Utility
\\_?Ommunications

{ Renewables
Wind Power

-~ Dynamic
E Systems

s Control

Distributed

Operations

Hybrids

Data
Management
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Smart Grid = Electrical Grid + Intelligence

Graphcs toutasy of EPR

Electrical Infrastructure

Interoperability requires SEEES
Combining electricaland reliable standards and

communication grids validated performance

requires interoperability
“Intelligence” Infrastructure ] ‘/)ﬁ' é?'

|
i

Figure 1: Application of Smart Grid technology - NIST
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Smart Grid Interoperability— Power and Communications

———
Smart Grid
Interoperability

—"

S

Communications

Exchange of information
e.g., how information moves

Information
Data, facts,
and knowledge
e.g., what information

ard d
\ T nd ¥
how devices communicate R e S
information is organized y

- P P

— - Y -
~— ™ ~— R

Interoperability: the capability of two or more networks, systems,
evices, applications, or components to externally exchange and
readily use information securely & effectively. (s 2030
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Reference Standards: |IEEE 2030 & 1547

IEEE STANDARDS ASSGCIATION . IEEE |

1547"

IEEE Standard for Interconnecting
Distributed Resources with Electric
Power Systems

1EEE Guide for Smart Grid
Interoperability of Energy Technology
and Information Technology Operation
with the Electric Power System (EPS),
End-Use Applications, and Loads

Standards Coordinating Committes 21

Bporsored by P
Starsiards Cooriinaiirg Cormifies 71 on
Fusd Caila, Photovoiimics. Dinpersed Gereesiion wrd Eegy Sioesge

1EEE Standards Coordinating Committee 21

Spomared by the
IEEE Stan Coar g T 2ien
Fuel Ceils, Phatovollaics, Dispersed Genaration, and Eaergy Storsgs

iz TEEE St 2000™-2011
Fare Averus

Plawe Yoo, W L OBLG-S59T

s

IEEE
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Energy Storage

- - - -

Power quality,
Reliability (NERC)
\  Renewable integration

Ancillary services
* Frequency regulation
* Spinning reserve

MNetwork energy storage, CES
Residential PV
Power Quality ;

Color Key - ssubﬂgunn e
Black: Generation 4 lep Down l [ Subtransmission Y
Blue: Transmission 1" Transformer e Customar "\‘
Green: Distnbunion
S E— | Transmission lines 20K a0 GOk i
2 o ~+, 765, 500, 345, 230, and 138 kV Microgrids -
.,-’ L 3 ]
: 5 Power quality !
i L4 ]
Generating Station | Primary Customer i
i AR 13kV and 4kv [
| , —_— i
] ! :
T Cust Secondany Customer E
ransmission Customer P
Generabng 138KV or 230KV =0 120V and 240V :
Step Up | '
Transfarmer
Asset deferral !
i
]
(]
[ ]
I
[)

Renewable integration
* Ramp management
\* Peak shifting ;

b -

S

ﬂss Figure 5. Example applications of energy storage systems integrated with the grid (IEEE 2030.2)
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Safety Standards

UL 96A - Standard for Installation Requirements for Lightning Protection Systems
 NFPA 780 — Standard for the Installation of Lightning Protection Systems

* UL 1449 - Standard for Safety for Surge Protective Devices

* UL 497 - Standard for Protectors for Paired-Conductor Communications Circuits
UL 497A —Secondary Protectors for Communications Circuits

* UL 497B — Protectors for fire alarm signaling circuits that are covered by the
Standard for Protectors for Data Communications and Fire-Alarm Circuits

e NFPA 70 — National Electrical Code

70
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UL 1449

STANDARD FOR SAFETY
Surge Protective Devices

N

AUGLST 20, 2014
{Tits Page Reprniec: March 26, 2015)

1 AMINUL 1443-2015

UL 1443

Standsrd for Surge Profective Devices

First Edsion = August, 1305
Second Edltion — August, 1535
Thind Edition — Saplambar, 2006

Fourth Edition
August 20, 2014

This ANSIAH Siandoed for Safety consists of e Fourth Ediion moldng
merdaiang Ingigh March 26, 2015

Tha most recen: designation af ANSVUL 1449 &= an Amanican National Standard
(ANSI) occurred an March 26, 2015, ANS1 approvall for 8 siandard doss nob
include the Cover Pags. Transmitlsl Pages, Tilke Page, or efeclive date
imfarmazon

Comments or propodaks for fevisona ob aiy part of the Sandard may be
submittad to UL at any lime. Proposais should be submited via a Poposal
Faquest in UL's On-Line Colaborative Standams Deveiopmant System (£505)
at hifp:fesds.uf com

UL's Standards for Satety are copynghisd by UL Nethar 3 prima noy sfscimms
enpy of @ Sterdard shouk] be sitansd in ary way. Al of UL's Siandards and ai
copyhights, ownemships, and rights regasding ihose Siandards shall remain e
sabe and eachusies property of UL

SUTTIIGH 2013 CMUSHIIT RIS LABKIEA | DHIES IR,

UL Sasndaid for Safely for Surpge Protecive Devioss, UL 14406
Fourt Edition, Dated August 20, 2014
Summary of Topics
Revision pages have been Issuad for the Slandard for Safely for Suige Proleclive Devices, UL
1442, lo refiect the latest AN 5 approval date and fo Incorporaie the proposals dafed Oclober 7,
2014 and Februwy 20, 2015, which Include the folowing.

* Correctlion ko requiremants in 7.1.4.4

« Doftaition and clarificafion of the use of cheessolofh and Hesus papsr

= Clarifcations (o Sachions 40 and 44,

« Clarification of Table 36. 1 and Table 3.2

« Clarification of requiremeants for SPDe intanded for rack mounting.

« Addifion of requirermants for oufdoor use Typa 3 5PDw.

+ Revision of 44 1.71(1) and 44.2 5c).

+ Revision of 44.4.1 regarding $PD tsmperaturs squiibrum.

 Adoiflon of axceplion fo 44 1.7 lo address chessecioth placement for enciosures iwfith
condulf openings.

This naw @ revised peguaremsnts e sabsantiaEly 0 acoordencs with Proposal(s) on This subpest deted
Oclober 31, 2094 and Febpuary 20, 2015

A ¢ 1EEE



UL 1449 — Standard for Safety for Surge Protective Devices

Creates SPD types (Type 1, Type 2, Type 3, Type 4, Type 5

* New Nominal Discharge Surge Current test, | Thermal “stress” test
* Tested MCOV per mode (No longer a claimed value)
 SVR 6kV, 500A replaced with VPR 6kV, 3kA

e Surge Arrestor incorporated into UL1449 as Type 1 device

o ———————— O IEEE



SPD Types — UL 1449

Type 1 SPD (LINE SIDE)

Permanently Connected SPD - Installation
between the secondary of the service transformer
and the LINE side of the service disconnect over
current device, as well as the LOAD side,
including watt-hour meter socket enclosures.

(Not exceeding 1000V)



Type 2 (Load Side)

Permanently connected SPD intended for installation on the LOAD
side of there service disconnect over current device, including
SPDs located at the branch panel.

Type 3
Point of utilization SPDs, installed a minimum of 10 meters (30
feet) from the electrical service panel, for example cord

connected, direct plug-in (DPI), receptacle type and SPDs
installed at the utilization equipment being protected.

@’Es A 1EEE



Type 4 and 5

Component SPDs, including discrete
components as well as component
assemblies.

CPES
PoWer & Energy Society®

< IEEE




. 4
Measured Limiting Voltage (MLV)

« All SPD Types are to be tested to 6kV/3kA - 3 pulses per mode with

applied voltage. VPR is determined by averaging results.
(per 34.9 and Table 34.1)

 SVR 6kV/500A
— Good reading 400v or 500v

VPR 6kV/3KA
— Good reading 700v, 800v, 900v, or as high as 1000v

« Higher surge current results in higher clamping voltages

@’Es A 1EEE



Nominal Discharge Current Test

* Exercises an SPD’s ability to be subjected to repetitive current
surges of a selected value without degradation in
performance

* Demonstrates the performance of an SPD in response to
surges that can be expected at the service equipment and/or
within a building

* Repetitive in nature — duty cycle — severe!



Nominal Discharge Current Test (I,)

= Type 1 — Choose 10kA or 20kA/Mode

= Type 2 — Choose 3kA, 5kA, 10kA, or 20kA

=Surge unit at chosen surge value

= Apply chosen overvoltage to unit within 1s for 1min

|, Nominal Discharge Current Test

Aoply Surge by SPD al racad kA (20, SHA, 10KA, or 20HA) Apply Surge 1o SPD &l rated kA (3kA, BhA, 10kA, or 20KA) Apply Surge b SPD &l ratad kKA (3kA, SRA, 10kA, or 20kA|
shots 1 Post
Take VPR
MOV Yoltage
A'\l"g 30 min apphed for 15 minuies shot
break altar st suige
AT, AR,

L ]
I.lf‘n'.flncsllagmprlu'n Mthln 1 secard aﬂl:r each surge fur 0 I.'IDD'. 'u'nllagr appbed 'Ml‘hl'l 1 second aﬁrr arh surge for &) MG Vakage appied within 1 second afer each
secands seconds surge for 80 seconds

The average of the 3 VPR shots and the Post VPR shot can not vary by more than +/- 10% for the unit under test to pass this test.

Power & Energy Society®

< IEEE
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UL Product iQ™ ®
VZCAE3198/71 - SURGE-PROTECTIVE DEVICES
SPD  Volts AC/DC/ AMPS AME AMB VPR MCOV In SCCR
Model MNo. Type (V) DCPY PH (A) (*COMin (*C)Max MODE (Vpk) (1 (kA) (kA)

Permanently Connected

20P5P120H12/T1 1 240/120 | AC 3H | N/A | 40 75 L-L 1200 | 300 | 20 | 200
L-M | 700 | 150
L-G | 700 | 150
M-G | 700 | 150
H-L | 2000 | 470
H-M | 1200 | 320
H-G | 1200 | 320

20P5P120HC12/TTIA |1 4807277 | AC Y | NAA |40 75 L-L 1200 | 300 | 20 | 200
H-G | 1200 | 320

20P5P120512/T1 1 120 AC 1 M/A | -40 75 L-M | 700 |150 |20 |200
L-G 700|150
M-G | 700 | 150

20P5P1205P12/T1 1 240120 | AC 15 | N/A | 40 75 L-L 1200 | 300 | 20 | 200
L-M | 700 | 150
L-G 700 | 150
M-G | 700 | 150

AT ¢ 1EEE




UL497B
UL Product iQ™ ®

QVGQES041/71 - ISOLATED LOOP CIRCUIT
PROTECTORS

Isolated Loop Circuit Protectors

See General Informaticn for Isolated Leop Circuit Protectors

PROSURGE ELECTRONICS CO LTD E504171
Building 20, Liando U Valley

liansha Road, Danzao, Nanhai

Foshan, Guangdong 528216 CHIMA

Isolated Loop Circuit Protector, "DM™, Model(s) DM-XX-M2M1, where XX is 5, 12, 24, 48 or 110, DM-XX-M2N2, where XX is 5, 12, 24, 48, or 110,
DM-XXK-M2N3, where XX is 5, 12, 24,48, or 110, DM-XX-M2MN4, where XX is 5, 12, 24, 48, or 110, DM-XX-M2N5, where XX is 12, 24, 48 or 110,

DM -XX-M2NE, where XX is 5, 12, 24, or 48, DM--M2NT, where XX is 5, 12, 24, or 43, DM-X-M4ANT where XX is 5, 12, 24, or 43, DM-)0C-MAN2,
where XX is5 3, 12, 24, or 48, DM-XX-M4MNE, where XX is 5, 12, 24, or 43, DM-XX-M4NT, where XX is 5, 12, 24, or 43

Last Updated on 2019-09-26
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Category C

IEEE: Category C - Service Entrance
Exposure

MNEC 285 & NRTL: Type 1, 2, or
equivalent Type 4

MN&G Bonded (i.e., L-N and L-G are.
same)

Higher available fault currents require
appropriate SCCR ratings

Historical ka rating suggesis 20004 to
100kA par mode

UL 88A, Lightning Protection system
requires 20kA l-n and UL Mark

Line Side

AC Voltage Application Surge Protection Guide

Service Entance I [ Gen Set |

Load Side

Category B

IEEE: Category B - External remnant
or Internally Induced

MEC 285 & NRTL: Type 1, 2, or
aquivalent Type 4

L-M and L-G are different — need  L-N,
L-G, and N-G

Reguire appropriate SCCR ratings

Historical kA rating suggests 150kA to
BOKA per mode

Load side of the ATS
BTOIEs SErdcs and Gan
St

Source:
NEMA

Distribution

L |

I Wind or FY Generatlon

‘ Lighting

Typs 2
= 2o

Category A

IEEE: Category B, maybe A, maybe C if
outdoor koads are connected

MEC 285 & MRTL: Type 1, 2, or
equivalent Type 4. Could ba Type3.

L-M and L-G are different — need  L-N,
L-G, and N-G

Reguire appropriate SCCR ratings

Historical kA rating suggests B0kA to
S0kA per mode

Equipmens instabied oussids of the bullding could Incresse sxposurs leval b Cesegory

Busway 1

Protest boih ends of e bus way sganst retiection

Estabishes & new rafenence to ground, like 3 serice
transn LM ooty may ke sofficieed

Separately Derived System

Equipment irstalled cutside of ihe buiking
eoudd msroass cxpasirs level to Category G

7

Equipman:

Series or two-part SPDs may deoonnect dosnsiesm
loads &t end of e



National
Electrical Code
and Surge
Protection

NFPA70

National
Electrical

Code

2020




National Electric Code

. COPS - Critical Operations Power Systems
— NEC guideline to increase protection and reliability of the power infrastructure for critical facilities

. What are Critical Facilities?
—  Government agency (Federal, state, municipal)
—  Facility engineering
— Facilities that if destroyed may disrupt:
* National security, the economy, public health, or safety

. To include
—  HVAC, fire alarm, security, communications, and signaling

. NEC Section 708.20 (D)
. Surge Protective Devices must be used to comply
. SPDs must be used for each voltage at the facility

— Service Entrance
— Distribution panels

o ———————— O IEEE
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NEC

« 700.8 “Alisted SPD shall be installed in or on all
emergency switchboards and panelboards

e 694.10 (D) “ASPD shall be installed between a
wind electric system and any loads served by the
premises electrical system.”

e 240.21 (1) b “Where listed equipment, such as a
SPD, is provided with specific instructions on
minimum conductor sizing, the ampacity of the tap
conductors supplying that equipment shall be
permitted to be determined base on the
manufacturer’s instructions.”

SR OIEEE
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230.67 Surge Protection for Dwelling Units
A new requirement is being proposed to
necessitate a surge protection device (SPD) on
all services in dwelling units. This requirement is
intended to address the recognized need for
surge protection to protect sensitive electronics
and systems found in most modern appliances,
safety devices (AFCIs, GFCIs, and smoke
alarms) and equipment used in modern dwelling
units. The expanded use of distributed energy
resources (DERs) within electrical systems often
results in more opportunity or greater exposure
for the introduction of surges into electrical
systems.

< IEEE
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Additionally, there is another
revision that combines the
“‘over 1000V” and “under
1000V” requirement into a
single new Article 242 and
deletes Articles 280 and 285.

Article 242 is where the
installation requirements for
SPDs will be found.
Requirements for SPDs to be
listed, how to be connected
within the panelboard, and
short-circuit current ratings
can be found in Article 242

ARTICLE 285
Surge-Protective Devices (SPDs), 10800
Volis or Less

I. General

285.1 Scope. This article covers general reguirements, in-
stallation requirements, and connection reguirements for
surge-profective devices (SPIDs) permanently installed on
premises wiring systems of 1000 volis or less.

Informational Note:  Sorge arresters 1000 volis or less ane
also known as Type 1 SPDs.

2853 Uses Not Permitied. An SPI} device shall not be

installed in the following:

(1) Circaits ower 10NN} volis

{2) On ungrounded systems, impedance grounded systems.,
or cormer grounded delta systems unless listed specifi-
cally for use on these sysicms

(3) Where the rating of the SPIYig less than the maximum
continuous phase-to-ground power frequency voltage
available at the point of application

285.4 Number Required. Where used at a point on a

circuil, the SPIY shall be connected to each ungrounded
conductor.

285.5 Listing. An SPD shall be a listed device.

AT ¢ 1EEE
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5.6 Short-Cirenil Corrent Ratiog. The SP0 ghall be
marked willy o short-ciroutl current rtbng wed shadl nod be
it bex) ol a poind om e system where De avidtnble Dall
current 18 in excess of thad rding. This marking requirement
hall ol apply 1o receplacles,

1L Installution

28501 Locathn. SPDs ahall be pesmitied o be localed
inehoesrs o ouldoors and hall be made inaccesgible woun-
quakified persons, nnless Bsted for installaion o socessable
I,

285,12 Routing of © 1 The fuctors ased 1o
connect (he SR 0 the B or bus snd 1o grosnd shall ol
e amy Wnper than necessary and shall avoid unnecessary
Ihends,

2H5.13 Type 4 und Other Companent Type SPIDs. Type
4 component assemblies and other component type SPDs
il only be instalked by the equipment manufactacer.

11l Coannecting SPMDs

521 Conmection. Where un SPI) device i insmlled, it
shall comply with 285.23 through 285 3%,

ZH5.23 Type 1| SPIW. Type | SPDs shall be installed in
necordance with 285, 2% A) and ().

(A} Installution. Type | BPDs shall be installed as follows:

(1) Type | SPDs shill be permitted to e conmected o the
wupply sikde of (he service disconnect as permitled in
2HRHA), or

(21 Type | SPDs shall he permitted 1o be commected us
wpecilied in 28524,

(B AL the Service, When installed ol services, Type |
SPE shodl be commected Lo oone of the fllewing,

{1} Ciroumded service conduclon
(2 Cirownading ehectmde conducton
(3) Groumding electrode for (he service

() Fopupmeni grounding lermimsd o he seraoe squipmenl

IS Type 2 SPIK. Type 2 5P dll he nstalled in
pocordance with 285 24(A) throagh (C)

(Al Service-Supplicd Building or Strochore. Type 2
5PN shall he connected anywhere on the boad side of &
service disoonnect overcurrenl device roquired in 23091,
unbess instulled in socordmnce wilh 230 82(K).

() Feeder-Supplicd Building or Strecture. Type 2 SP0s
Wl b comtected al the btlding of stractare mywihere on
the Toad side of the firsl overcurrent device al e baikiing
of e

(C) Separsicly Derived System. The SPI) shall be con-
pected on (he load side of the first overcament device in &
separslely derived sysiem.

IR5Z5 Type 3 SPDx. Type 3 5PN shill be pormiiled io be
mstalled on the load side of branch-cironil overcument pro-
lection p b the aquipment served. Il included m the mans-
[acturer's instructions, the Type 5 SPD connoction shall be
& mintamums 10 m (33 00 of conducior distance from the
servioe of separalely dorived systom discomnnoct

28520 Comductor Skee. [ane and grounding condacions
whall not be smaller than 14 AWG copper or 12 AWG
sluminum

28527 Connection Between Conductors, An SPI shall
be pormitied 1o he connecled heiween any two conducions
— ungrounded ponducton(s), proanded condusctor, equip-
meni groanding conductor, or grounding eloctmde oomdisc-
ooductor ghall be imerconnected anly by the nommal op-
eration of the SPID during a surpe.

IRE X Crounding Flectrode Conduclor  Conneclions
] Enclosures. Fxoopl as indicsted o this article, 5P
grounding comnections shall be made ax specified in Article
250, Fant 1L Grounding cloctmde conduciors nstalled in
ekl enclosares slill comply with 2506401
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National Electrical Code® 2020 @ [.:E!
Major Changes to the Code

Thie Mational Electrical Code®, which hias been adopted by all 50 states, sets the minimurm
standard for safe electrical design, installation, and inspection to keep people and property
protectad from electrncal hazards. The NECT® s revised every three years Lsing public input,
commentary, and technical sessions. With the introduction of the 2020 code, there have
beer 15 MEC® ravisions since 1977, the year the median American horme was bullt

o Surge Protection is Required for Dwelling Units €33

u

@Es

Power & Energy Society®

Mew and replaced senvice equipment supplying dwellings are now
required to be protected by listed Type 1 or Type 2 Surge-Protective
Devices. These protect electrical devices and appliances that rmay not
b protectad by point-of-use SP0s. s estimated that the average
harme has $15,000 waorth of equipment that can be damaged by surges

Type 1 SPD

Fermanently connected SPOs intended for installation between the
secondary of the service transformer and the line side of the service
disconnect overcurrent device

Type 2 5PD

Permanently connected 5PDs intended for installation on the load side
of the service disconnect overcurrent device, inciuding 5PDs located
at the branch panel.

< IEEE



Type of machines covered by NFPA 79

Type Description

Machine Tools Metal cutting
Mital larming

Mastics Machinary Injection malding machines
Extrusion machinery
Blow molding machines
Specialized processing machines
Thermoset malding machines
Slew reduction eguipment

Wood Machinery Waondworking machinery
Laminating machinary
Sawmnlll machines

Matarial-Handling Machines Industrial rabots
Transler machines
Sortathon machines

Inspaction Testing Machines Coordinate measuring machines
In-process gauging machines

Packaging Machines Carton-strapping machinas
Brum-filling machines
Falletizing machines
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Application ;
480V AC Incoming Supply NEC 2017 Vo | P /
Article 670.6 I I I I
120V AC Power Supply Requirement
24V DC Power Supply l
RS485 twisted pair Lm,_ Sy Controlunit s (O e
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NEC Adoptions

Keeping in mind
AHJ ...
Authority Having
Jurisdiction

NORTH CAROLINA .

= 2017 NEC | Red = 2014 NEC | Orange = 2011 NEC | Green = 2008 NEC Brown =Local adoption only
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prras (EPEs atis=

B=i{ Power & Energy Society® ATIS is where companies in the

SUFQB PI’G?E!CHBH II'ISﬁfUiE information and communications

IEEE Power & Energy Society
technology (ICT) industry come
S P DC together to address common,

critical priorities.

PROTECTION _/
ENGINEERS
GROUP

https://www.nemasurge.orqg/

Surge Protective Devices Committee

https://www.pes-spdc.orqg/

Electrical Protection of Ci ommunfqatlons Networks

https://pegconference.com/

Guidelines for the Surge Protective Devices
Used in ICP UL Certification Requirement
Decision

(s ¢ |EEE
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WG3.6.13 WHITE PAPERS:

THE OPERATION OF SPDS IN THE SMART GRID
AND

AN OVERVIEW OF SURGE PROTECTION FOR THE SMART GRID

MAY BE ACCESSED AT:
HTTPS://PES-SPDC.ORG/CONTENT/LOW-VOLTAGE-TUTORIALS

Questions / Comments ...........
Matt Wakeham
917-565-5352

Thank you! matt@wakehamconsulting.com
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Further questions or
comments contact at:

Matt Wakeham

Wakeham Consulting LLC
917-297-4065

600 Franklin Ave. PO Box 467
Garden City, NY 11530
matt@wakehamconsulting.com
http://wakehamconsulting.com/






