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Role of Wireless LAN

Infrastructure Enables Applications

Generic Applications

eInternet/Web Access _
. Generic
Email

*File & Printer Sharing W
L cooth , Cordless

-Office Productivity o Lo
Industry-specific ieta
Applications :

*Point-of-Sale
Distribution Logistics
sInventory Control
*Patient Monitoring
*Curbside Check-in

Applications
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Bluetooth Terminals
) GSM

= i CDPD  Wearables

N  GPRS
TS/PST H323 Vol P
Handsets

Voice/Data
Terminals

Intranet & » é
Extranet |




LA
P o
802.11 The Good, The Bad, The Ugly

e The Good

— Technology Foundation: What it is, where it fits, things
done well

— Interoperability
— Commoditization
— Market Success
— Future Trends

« The Bad: Room For |mprovement
— Security
— FH & DSSS Waveform Confusion
— Preamble Issues In Rate Scaling

 TheUgly: ISM
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Data
Rate
Mbps

:

Generalized M odelsAre Crumbllng

PANS

GET OVER
| LANS

T
WANSs

|ndoors — Home, Enterprise

Outdoors-Public Space

I'T or User Deployment

Carrier Deployment

802.11, 8§

HomeRF, HiperLAN

02.11b, 802.11a ™vasive

=

802.11

Pico-cells

10Mbps ,
IrDA S InbtiltingGsM - GPRS
100m+ <:_B_a$_SIaILLQDS_‘ GSM
Class || +20dbm
i ——— AMPS... |
1om 100m Distance

Meters



e . _.I':.l".-.-' "

Wireless Networklng

IEEE 802.11
Wireless Local Area Networks
WLAN Standards

802.11d
TGd 802.11 MAC
Requlatory
Domain
[ I I ] | |
Infra-Red (IR) 2.4GHz (FH) 2.4GHz (DS) 5 GHz
Frequency Direct OFDM 802.11e/TGe 802.11f/TGf
Hopping Sequence Orthogonal Frequency MAC Enhancements IAPP
Division Multiplexing Imer'gf:tzzz IPOInt
L | [ I ]
802.11 1R 802.11 DSSS 802.11a/TGa 802.11H/TGh ' '
172 Mbps 1/2 Mbps High Data Rate Extensions 802.11a & HiperLAN2 802.11e/TGe 802.11e/TGe
6/12/24Mbps SubG SubG
optional; 9/18/36/54Mbps Qos : Segurltty
I (changing to "i")
[ I ] L
802.11g/ TGg 802.11p-cor1 | TGh-corl 802.11b / (IEEE802.1x)
Data Rates > 20Mbps Corrigendum MIB TGb aka WiFI
High Data Rate
5.5/11 Mbps

First 802.11 Standard Approved 1997
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802.11 Frequency Hopping

2.4 GHz Band

2.4000 v

0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

Minimized probability of same frequency —
at same time. 1MHz Channel

= 78 Hopping Patterns m——————
' =
=
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=

=
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802.11/802.11b Direct Sequence

<4— 30 MHz =——®»<%—— 30 MHz
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802.11a Orthogonal Frequency D|V|S|on
Multiplexing(OFDM)

|(— 5.15-5.35 GHz Band ¢5725-5.825 -
<—— 100 MHz 100 MHz =%

200mW 800mW
\_ -/ (e.g. outdoor)
20M Hz Channels 54 SubChannels
Of 300KHz
W > /W\ (48 for data)
N
4 N

BPSK-125K bps => 6M bps
QPSK-250K bps => 12M bps
16QAM -500K bps=> 24M bps

U-NII - Relatively Clean (for now)

Optional: 36,48,54 (64QAM)Mbps

= Proprietary: 72Mbps+
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Data link rate (Mbps)
o Pl Land o cn =
= = = = = =

=

802.11a Clams

Range in Typical Office Environment
I I
—M —802.11a
| =——
] —802.11b
[
|
|
_L
]
[
[
25 50 75 100 125 150 175 200 225
Range (ft)

* Atheros Communications, Intel Corporation, “802.11a Scalable 5GHz Wireless LAN”
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Mobile Warrior Office/Campus Home
Public Hot Eq. Hilton Eg. BOS
T - Spots Marriott tgﬁ
Puollc Sgace Sheraton REE MiA
Qual Inn EeSwt
[ : LaQuinta Ai ts SEA
e Convention Hotels ... Irports - o
S Centers ORD.....
Restaurants

Mz facturiric)
[Sugoly Crizin
Manufacturing Distribution Transportation Dealers
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21.9M

Revenues

$3,000-

$2,500-

$2,000-

$1,500-

$1,100M

3.94M units

$1,000- $613M 178

units

$500-

$0-
1999

Based On: IDC Wireless LAN Market Forecast Update, 2000-2005, April 2001

“5GHz — consists of 802.11a & HiperLAN

2000

2005

Units

10.0
8.0

6.0
4.0
2.0




Pricing Leading Adoption

Retall Pricing
Peak of 5/00 -> 5/01 12/01

Inflated AP $947->$240 — $129
Expectations NIC $180->$90 —> $69

(802.11a- $159/$389 introductory pricing)

Slope of Pricing
Enlightenment

Visibility

Technology Plateau of
Trough of Productivity
Disallusionment
Technology
Trigger Time

Gartner Group Technology Hype Cycle
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Several Junctures Along The Way

2000 Mid 2001 Early 2002

gfl GSM
FH Google Search Method

GSM
10/05/01 12/31/01 Change
802.11a
802.11b
Bluetooth '
3G AND Wireless 24GHZ
e O 802.11b




e “90% of Customers Heavy
MENU WWW Users’
== | e 2100 North America Stores
: Within 2 Years
= * |ncrease Off-Peak Traffic
S » High BW Haven For Road
| I5Minutes $ 250 Warriors

200 Minutes $15.95 i
500 Minutes  $59.95

“oh no, if Starbucks starts offering 802.11 Service, | may never go home again” - recent posting






802.11- The Napster of Bandwidth ? o

San Francisco Bay 802.11b Wireless Internet Access Point List

MMamtained by cliffi@steam. com for BAWITG

SPOnSor | Address | City | Zip Network Type Info |ﬁ
Sean Berry gl‘;ifak Ave btw El Camino and 1 poe a0 |94025 ESS: hbsdwn Open, AT  |map url email ’;
Eﬁif“ Roasting Co.. - Ipy, 12 and Blossom Mountain View, CA (94041 IBSS: LIVE.COM |Open map url email ’;
Hussein Kanji Villa and Higdon MMountain View, CA 34041 ESS:coulera-1  |Open, NAT |map email |3
\Aaron Voisine 1680 Beliflower Ave. Sunnyvale, CA 34086 ESS lopen, MAT  |email 13
\Alex Chaffee 15th and Ramona San Francisco, CA 34103 [ESS: Ramona Limited, MAT [map email |7
(Cory Doctorow Portrero and 24th San Francisco, CA (34107 ESS (Open, NAT  |email 19
|Cor§.r Doctorow |Folson near Tth |San Francizco, CA |94 107 n::atiu::n: Ihttp:.-".-" I I —
|Matt Peterson |lst and Folsom |San Francizco, CA |94 107 m
|Ias onn Luther |17"th and Diamond |San Francisco, CTA |94 114
[Christian Wolff [Chattanooga btw 23rd and 24th  [San Francisco, CA (94114 & A i Little mygfic | i
Robert Mclntyre |California and Divisidaro [San Francisco, CA [94115 | 3 Ii
|Eutterzone =F |Qujntara and 26th Awe. |San Francisco, |94 116 4
Tim Pozar 11978 45th Avenue |San Francisco, CA (9411610
foddie net Cole and Waller San Francisco, CA (34117
K evin Burton 11300 block 8th Ave San Francisco, CA 34122
Tristan Horn 65 Borica St San Francisco, CA (34127
|Toaster Metworles |Dun|:an btw. Clurch and Sanches |San Francizco, CA |94 131
Swean's Market, Old Oaldand |Clay btw. Sth and 10th (Oaldand, C4 194607
(Cody Oliver Stuart Street, 1800 block Berkeley, Ci 194703

|'l:,- I . . b T |

|)1.C.5f b B o . I |C‘-‘.a.- Fan b T I |f"]-lI|”‘|-lI|"|




caib e QElons Lools Window  Help

50w =]e]e=E

I"W'aypurt" <wayport_splEnorm. nmailer. com: L

|'"' <vollkommizzpmbol. com:

=k IWa_I,Ipu:urt Tharnks You

Folal=H

WAYPORT. Fast Net for Peaple on the Move

Dear Windows =P customer:

The Wayport team would like to thank you for using our service during the Ride
Wireless for Free with Windows XP promotion. Ye hope you enjoyed our high-
speed WWi-Fiwireless Internet access in aver 450 haotel and airport locations,

We invite you to take advantage of our Membership programs, which provide
unlimited Wi-Fi (802.11b) wireless® and wired connectivity in any YWayport-
enabled hotel or airport, plus your first five minutes of warkstation time free in our
Laptop Lane airport business centers.™ All for ane low manthly ratel

Individual Membership: Unlimited connectivity for just $29.95 per month. Based on
a yearly agreement.

Corporate Membership: Special rates on unlimited connectivity for organizations
with 50 or more members. Comes with powerful online administrative tools for quick
and easy account management.

Month-to-Month plan: One month of unlimited access with no yearly commitrment for
just $49.95,

=ign up today or CLICK HERE for mare information.

Additionally, you may purchase single, twenty-four hour connections at any YWayport
location. (See http: v wayport. netf/locations for a complete list.)

/802 112440
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802.11 Hotspot M arket

e Deployment Growth

Number of public sites

Domestic |International

Site Type 2001|2002 2001 2002
Airports 8 25 4 10
Airline Lounges 40, 100 40 80
Hotels 400{ 900/ 200 500
Retail 900| 4000 NA 1000
Total 1348 5025 244 1590

Greg Homan - MobileStar Networks

Subscriber Market Growth In North America

(Joshua Wise, senior analyst at Allied Business Intelligence)

— $1.1M in 2000
— $868M in 2006
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1s802.11 A Technology Dlsruptor For BG’?

“Disruptive Technologies’, Joseph Bower, Clayton Christensen

e Non Disrupter Technologies

— Follows known (or perceived) customer needs

— Market seems assured

— Innovation Twists On Existing Paradigms

— “We need awide are technology with high speed data capability”

e Disruptors:
— “do not meet current customers needs’ (wide area access)
— “look financially unattractive to established companies’
— “difficult to project how big the market will be over thelong term”
— “typicaly present adifferent package of performance attributes’

— Often Performs Worse In Dimensions | mportant To Mainstream
Customers
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Disrupter Rumblings

o “For 3G operators, 802.11b threatens to render obsol ete the business model
they bet on at last summer's European spectrum auction. That is becauseitisa
"bottom-up" technology being rolled out by firms with no plans to make
money from it, according to Rohit Sobti, head of Asia-Pacific
telecommunications research at Salomon Smith Barney.”

 When Will It Be A Definitive Disrupter?

— Large Following of Residential & Corporate
— Critical-Mass Availability (Airports, Hotels...)
— Roaming/Billing Agreements Among Service Providers



Good Technical Forethought

Common MAC Multiple PHY's

BSS (wire connect) & IBSS (Adhoc network)
Extended Service Set (ESS) Roaming
CSMA/CA Instead of CSMA/CD

Hidden Terminal Resolution

Point Coordination For Contention Free
Country Roaming

Wired Equivalent Privacy (WEP)
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4Pkt vs 2Pkt Controllable Through dot11RTSThreshold



Link Layer Fragmentation & Reassembly

Packet
MAC  Frame MAC  Frame MAC  Frame
Hdr Body CRE Hdr Body CRC Hdr Body CRC
Fragment O Fragment 1 000 Fragment n

» Fragmentation/Re-assembly Not Typical For Link Layer
e Link Acks but no windowing

* |Increase P(success) - Message vs Pkt Switching
— 2048 byte @ 104 BER = 1.942747E-01 | ~3x Net FiFrst (2)5235
_  64byte @ 10 BER = 9.500862E-01— PO ement For SHBEVEs
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Multi-Data Rate Frame Structure For DS

PLCP Preamble PLCP Header MPDU
128Bits | 16Bits | 8Bits [8Bits| - | CRC IS < 2346 bytes g

i 1 [ T T t Hdr Error Check
Length
Service
Signal
SFD
Sync Pattern

. 24Bytes @ 1Mbps » 1, 2 Mbps
Long (interoperable) 15 EE 11 Mb
1Mbps e 22
802.11b—

IM PLCP Preamble - 2M PLCP Hadr

Short

2,5.5, 11 Mbps



~Good News- Adaptive Data Rates

11Mbps 5.5Mbps \ 2.0 Mﬁ 1.0 Mbps
e @) 0 )0 | 0

’ e
" .I =
?ﬂ;{- .
.

<50 / <100 | <250 <400’

Distances Are Typical for indoor applications
with 100mW transmitter
(early generation receivers— Good News For Later Receivers)



1|\/| bps Preambles Al WayS

1Mbps 1, 2,5.5, 11 Mbps

80211 Pkt |PEHMOE  Payioa

11MN 5Mbps \ 2.0 Mﬁ 1.0 MA

<50’ <1OO <250’ <400’

11Mbps
Payload

- Interference
- Diminishing Returns
of Higher Data Rates



Rate Change Countermeasure Not
Always Obvious In Mixed Environments

Bluetooth t

1

Bluetooth




&he New Hork Eimes

Pl ¢ | WLAN (I n>secur|ty April 3, 2001 “Flaw in Popular

W ireess Standard”

VVEP VUI nerabi | |t|eS By JOHN MARK OFF

* Flawed Authentication » Authentication spoofing

Flawed |V usage : - :
_ Too small (24 bit) » Decryption dictionaries

_ No IV collision avoidance » XOR of two plaintexts

— Somereset IV to 0 upon start » Message injection
— per pkt key =1V || secret key
 RC4: Not checking weak keys

» Recovery of secret keys

» Message modification
* Flawed integrity check: uselinegq » Inductive chosen plaintext
CRC-32 > |P redirection

o Stateless (no seg. no.) > Replay Packets
o« Same key AP>MU—-2>AP T

* Nokey distribution or dynamic . pouble encryption,

keying mechanism > Reaction attacks,
» Password cracker, DoS...

Amy Wang Symbol Technologies
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IV Paradoxes w/Stream C pher
_ Plain Text e
X Bit Ke} _ )@ Cipher Text

24 Bit |V

Repeated Key Sreams Vulnherable To Known Plaint Text Attack

. Key IsConstant > Only IV Makes A Difference
« Key Is Shared > Large# of Users
e UnreiableLink
Resynch Every Pkt > |V Changes Every Pkt
e NolV Select Protocol ! > |V Re-Use

Bottom Line Key Stream Repeats Easily In < 1Hour




802 11i Securlty
Work-In-Progress

Operable with;

Radius, Kerberos... * Per-Session Keys
=L 802.1x * Mutual

| |p Authentication

— Port Control Switch
N /\/ @ e AES

| o Larger (>24bit) IV
i - e Fast Roaming

[ ] < SecureHashICV
« EAPOL/802.1x







Improving Capacity & Battery Life
Transmit Power Control

Symbol Spectrumz4 WLAN Advanced Properties

td obile Uit ] Battery Usage ]
Tranzmizzion Power l Muobile 1P ] Erncryptian ] WiLAM Sdapter ]

30211 Tx Power Options
~

-~

One level higher power than the access point is used.

IBSS Tw Power Options

AdHoc T Power: M axirnurn Power ﬂ

Minimal Power

k. Cancel Help
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The Standard for
Wireless Fidelity

home o© L.
Mission Statement

mission statement c
_ WWECA's mission 1s to cerify interoperability of WWi-Fi™
member companies c (IEEE BUZ.11) products and to promote Wi-FI™ as the

ioin WECA global wireless LAN standard across all market segments.
oin .

learning zone ©
technical information o

WECA in the news «

members anly c



e

Operatmn In Additional Regulatory
Domains (802.11d)

e

France Netherlands

\ //

= Listen first
= Find out the country
= Transmit

-
r .
-
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Symbol
Type | CompactHash

—110mm (4.3") x 54mm (2.1")
(including antenna)

-55mm (2.2") x 43 mm (1.7")
(including antenna)

60 % Reduction In Tota Size



NEhe New Pork Times
“Protocol Wars: A Standard Emer ges, i
but Watch Out for Those Microwave Ovens’ i j Baby

By GLENN FLEISHMAN February 22, 2001 Monitors

‘ &d‘

padiNential Microwaves

802.11 2.4GHz
Industrial, Scientific, Medical

\, : GOC Aigrfone

Commercial
(air-ground)
850-895MHz

= 390 AMPScelular ! Zak

Mhz  820-890MHz  cordiess Phones o Headsets

Cordless 25 Channel 902-928MHz V
43.7MHz-49.97MHz HomeRF | Bluetooth

2.4G Video
Distribution
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77 Zaravis

Empirical Microwave Impact

e Gl
isfer

® Microwave Off = 80 seconds
& Microwave On = 81 seconds

(avg throughput = 4.15M bps)
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Remote

Rural

Urban

City/
Indoor

GPS\

802.11b
Based
TDOA Tags
Server
— \ Assisted Cell I.D.
Precision GPS
Local
Positioning
(UWB)
0.1 0.3 100 300 1K 3K 10K 30K

Accuracy (meters)



WWAN

WLAN

WPAN

Vertical Roaming

GSM/GPRS GSM/GPRS GSM/GPRS
Base Station 1 Base Station 2 Base Station 3
Access Point Access Point Access Point

AP1 AP2 AP 3
Bluetooth Bluetooth Bluetooth
Master-1 Master-2 Master-3

Raj Bridegellal- Symbol Technologies

< Horizontal Roaming >




s - izont g
Vertical Roamir o

" DataRates/ FEC

o '1 Configuration
+ e.g. AP Proxies

Space &
SDMA

F

Middleware: Aif Interface
& Platform Agnosticism

Wireless Inte
S vs (Physic

Enhanced CoS & Q«
802.11i

:
I

More Wireless
Service Providers

ce
C)

gh Bandwidth
bps 802.11a

More Security
802.11e




Bluetooth

 Why Bluetooth?.......... Power, Cost, |soch?
— FHvsDS
— Sengitivity
. "Th I P QM e
arpoint Group

e “In other words, alow power, short range 802.11 could beat it.” David Reed

Power (Watts) uWatts / Bit
Bluetooth 802.11b Bluetooth  802.11b

RX 0.204 0.540 0.31 0.09
TX 0.186 1.230 0.29 0.21
1

Standby 0.0001 0.048 0.000 0.0480




Bluetooth-802.11b

Temporal or Adaptive FH (recently approved by FCC for Bluetooth)

(X,y) meters e |
var | P(pkt loss) = ~41% @ |
4 25mw ‘  D=2M
e -
(0,157 @ - i
802.11b
50% load 11 Mbps o |
,*.'.' ' i Cii s bance I:t,-een Slave and I'.L:H oL Lednl 4 d :
(O’ d) V() g Figure 24—Packet error rate for scenarios 3 and 4 - 11 Mbit's direct sequencea
(1,0)
O O >
« 1MW .
: 50% load
Bluetooth

* Draft P802.15.2/D02-2002
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Killer Bluetooth App?
My Kids y es!

i
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Why 3G?

aka. 21% Century Public Works Program
For Engineers
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What Were The Other G'S?

e Simpleversion:
— 1G=analog
— 2G=digital (GSM, PDC, CDMA, TDMA)
« Moredetailed version:
— 2G = more capacity per RF channel
— 2G = more battery life
— 2G = more features/services
— 2G =no static (-- no voice)
— 2G = low rate data
« And¥2G’s. 2.5G (e.g. GPRS: 32+K bps)

Doug Grant, Analog Devices
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* Higher Data Rates:
144+Kbps, 384K bps....2+Mbps

 Licensed Spectrum (not ISM or U-NII)
e Universal Roaming

» Packet Switched / “ Always-On”
 “Enabler For Killer Applications !'!”



“WeDon’'t Need No Stinkin’ 3G Data Rates’

Steve Milunovich, Merrill Lynch & Co.

(data rates for video — but who watches video on a cell phone?)

Heresy or Insightful Prophecy?

« “Thereisnoreason anyone would want a computer in their home.” --Ken
Olson, president of Digital Equipment Corp., 1977

o “640k should be enough for anybody” - Bill Gates
e “WhoWantstoHear ActorsTalk?” - H.M. Warner, Warner Brothers, 1927
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Questions?

Contact Information: willins@symbol.com



